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Credential dumping is the process of obtaining account login
information from the operating system and software.

What are we going to talks about?

Persistence

Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Execution

Collection

Exfiltration

Command and Control

and password

We will look at different methods of dumping credentials in Windows
environment and how to detect them via logs (native Windows, Sysmon)

Credential Dumping

D
Tactic
Platform

Permissions
Required
Data
Sources

CAPEC ID

Technigque
T1003
Credential Access

Windows Server 2003,
Windows Server 2003 R2,
Windows Server 2008,
Windows Server 2008 R2,
Windows Server 2012,
Windows Server 2012 R2,
Windows XP, Windows Vista,
Windows 7, Windows 8,
Windows 8.1, Windows 10

Administrator, 3YSTEM

AP monitoring,

Process command-ling paramaters,
Process monitoring,

PowerShell logs

CAPEC-56TH




Why is it so important?

 APT1 has been known to use credential dumping

 APT28 regularly deploys both publicly available and custom
password retrieval tools on victims

 APT3 has used a tool to dump credentials by injecting itself
into Isass.exe

* Axiom has been known to dump credentials
* Cleaver has been known to dump credentials

e FIN6 has used Windows Credential Editor for credential
dumping, as well as Metasploit’s PsExec NTDSGRAB module to
obtain a copy of the victim's Active Directory database

* Even ransomware use credential dumping
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How will adversaries use dumped credentials?

Dumped credentials can be used to perform Lateral

Movement and access restricted information https://www.phdays.ru/program/231388/
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» LSASS memory: clear-text passwords of logged on users,
Kerberos tickets, Kerberos encryption keys, SmartCard/Token PIN
codes, LM/NTLM hashes, DPAPI Domain Backup Key, Domain
Trust Auth Information, cached DPAPI MasterKeys, cached SysKey
(need to decrypt SAM/LSA Secrets/Cached credentials/NTDS.dit),
clear-text passwords of accounts, stored in Credential Manager;

» SAM registry hive/file: LM/NTLM hashes of local users;

» SECURITY registry hive/file: cached credentials, LSA Secrets
(account passwords for services, password used to logon to
Windows if auto-logon is enabled);

» NTDS.dit file: hashes of domain accounts, Domain Backup Key;

> SYSTEM registry hive/file: SysKey, that need to decrypt SAM/LSA
Secrets/Cached credentials/NTDS.dit.

What can be dumped and where from?

1GOT PASSWORDS FROM
IIEIIEIIEIIH!'EIIE,IIEIIE
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» LSASS memory contain a lot of sensitive data
that can be dumped!

» This data protected by LsaProtectMemory and
can be unprotected by LsaUnprotectMemory
(used symmetric encryption, keys can be found
in LSASS memory).

» There several ways:

* online from ring3 — OpenProcess...;

* online from ring0 — use driver for accessing
LSASS memory;

» offline from LSASS memory dumps;

» offline from other sources, that contain
LSASS memory (virtual machine memory
files, crashdumps, hibernation file).

imikatz # zekurlsza::logonpasswords

Authentication Id = 0O ; 747368 (DODDDOO0:DDOLG76E >
Session : Interactive from 2
zer Mame = DWM-2
: Window Manager
Logon Server : {null>
Logon Time U741 2017 19:16:05
=ID

: 8-1-5-90-2

msu =
[DOODEOOD3] Primary
#* Username : WIN-FJRNSLDJHD2%
=* Domain = TEST
=* NTLM : 92285V FBhdAF37020d91b267F223d3e
= SHA1l : ¢c3alb23634d3cDd51a18229801129774282614c1
tspkg =
vdigest =
#* Username : WIN-FJRNSLDJHDZ2%
* Domain : TEST
#* Password = 36 63 de 18 c6 50 15 6d 84 25 6c cO 28 24 9¢c e? £9 b5 52 6
® VY Da ce 24 2h ba 36 eB 3b e3 e? 3a bl 97 63 £2 a7 27 bt 14 46 8e 6a £7 0Od e?
8 80 2d 3c e? cl D6 97 fh 35 a2 Oc 5d hd 8b 51 54 68 67 O8 32 £7 79 0D 82 24 40
Pa dé 1e 4a d4 dc 4e 30 48 S5h 23 89 50 98 24 54 d5 U4 a2 48 a9 hh a% b8 38 85 b
6l 72 6d 20 83 42 4% 47 4a 93 50 97 5c aa 95 23 bb 8a S50 05 22 6c b6 c? 56 ef
17 78 14 c2 26 7h 54 e? dbh U8 fc 4a c3 94 66 66 5Ff 4f al &b el df cl £7 63 27 62
23 £f3 fO h8 6e 43 48 21 59 el 70 85 bl ea fbhb 65 4c 67 5F b4 c4 15 50 a4 93 1d c
e cb ch V8 42 01 1c 2f 40 Ba 57 a3 £? 52 50 e2 ad 53 ec 48 45 fe 92 £3 2f dd 35
eh e Pd 8d 04 07 el 91 fa df ec 68 03 £2 23 9f e6 20 2e 62 b5 36 34 c1 hi 01 Ob
43 ef 6e 62 be ch ac

Tools: Mimikatz, Invoke-Mimikatz, Windows Credential
Editor (WCE), fgdump, pwdump6, pwdumpX,
taskmgr/procdump/sgldumper,  WinDbg  mimikatz
plugin, Volatility mimikatz plugin
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Dumping from LSASS memory
What data can be extracted from LSASS memory in different Windows?

kerberos

[ PN+ [ tickets | ckeys [mmma| “° | ™

CredentialKeys

credman &

Windows XP/2003
Local Account
Domain Account

Windows Vista/2008 & 7/2008r2

Local Account
Domain Account

Windows 8/2012
Microsoft Account
Local Account
Domain Account

00 [
Microsoft Account 3 3
Local Account 3 3 7
Domain Account 3 3
Domain Protected Users 3 3
Windows 8.1 vault for user's authentication not applicable 1. can need an unlock on NT5, not available with smartcard
PIN | Picture Fingerprint data in memory 2. tspkg is not installed by default on XP, not available on 2003
code pass | gestures| pass pass no data in memory 3. tspke is off by default (but needed for SSO with remoteapps/ts), wdigest too

Microsoft Account http://technet.microsoft.com/library/dn303404.aspx
Local Account . PIN code when SmartCard used for native Logon

4

5. PIN code is NOT encrypted in memory (XP/2003)

6. When accessed/used by owner OREh i
7. When local admin, UAC and after unlock &ﬁt .
https://adsecurity.org/wp-content/uploads/2014/11/Delpy-CredentialDataChart-1024x441.png *ffﬂf:-j; L ZETE e
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EPISOD

N\ Dumplng from LSASS memaory
L=y - LSASS memory access. Sysmon events
General | Details General | Details
Process Create: Process accessed:

UtcTime: 2017-11-07 15:23:57.758

ProcessGuid: {d134eb5b-d00d-5a01-0000-001061191800}
Processid: 4780

UtcTime: 2017-11-07 15:23:57.826

Image: C:\tools\mimikatz\x64\notepad.exe
CommandLine: notepad.exe “privilege::debug” "sekurlsa::logonpassw
/export”

CurrentDirectory: Ci\tools\mimikatz\x64\

User: TEST\Administrator

LogonGuid: {d134eb5b-ce36-5a01-0000-00201b980b00}

Logonld: 0xB9818B

TerminalSessionld: 2

IntegritylLevel: High

Hashes: MD5=2C527D980EB30DAA789492283F9BF69E, SHA256
=FB55414848281F804858CE188C3DC659D 129E283BD62D58D34F6EGF
ParentProcessGuid: {d134eb5b-ce78-5a01-0000-001034dc1100}
ParentProcessld: 5116

Parentimage: C:\Windows\System32\cmd.exe

ParentCommandLine: "C:\Windows\system32\cmd.exe"

SourceProcessGUID: {d134eb5b-d00d-5a01-0000-001061191800}
‘:inurcePrncesfld: 4780
SourceThreadid: 1

Sourcelmage: C:\tools\mimikatz\x64\notepad.exe
TargetProcessGUID: {d134eb5b-c61e-5a01-0000-001017c80000}
TargetProcessld: 564

Targetimage: C:\Windows\system32\lsass.exe
GrantedAccess: 0x1010

CallTrace: C:\Windows\SYSTEM32\ntdll.dll+967da|C:\Windows\system32\KERNELBASE.dlI+
271a|C:A\tools\mimikatz\x64\notepad.exe+bdchc|C:\tools\mimikatz\x64\notepad. exe+ 6dfd9|C:
\tools\mimikatz\x64\notepad.exe+6db91|C:\tools\mimikatz\x64\notepad.exe+ 4ael4|C:\tools
\mimikatz\x64\notepad.exe+4ac3a|C\tools\mimikatz\x64\notepad.exe+ 43%8f|C:\tools\mimikatz
\wbd\notepad.exe+ 73935|C:\Windows\system32\KERNEL32.DLL+15bd|C:\Wind ows\SYSTEM32
\ntdll.dll+743d1
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Time

November

November

November

November

November

November

November

November

8th

8th

8th

8th

7th

7th

7th

7th

2017,

2017,

2017,

2017,

2017,

2017,

2017,

2017,

02

02

134:

:11:

:06:

:52:

:17:

:17:

133:

117:

02.

21.

38.

52.

12

12

01.

38.

502

187

704

710

.860

.859

050

435

source_name:"Microsoft-Windows-Sysmon"
event data.Targetimage:"*\\Isass.exe"
0x1400 0x1000 0x100000) AND

"*\\procexpb4.exe" "*\\procexp.exe"
"\\wmiprvse.exe")

computer_name

WIN-

FIRNSLDIHD2. test.Tocal

pc0002.test.local

pc0002.test.local

pc0002.test.local

pc0002.test.local

pc0002.test.local

WIN-

FIRNSLDIHD2. test.Tocal

WIN-
FIRNSLDIHD2.test.Tocal

event_data.Sourcelmage

C:\tools\PwDumpb\servpwb4.exe

C:\Windows\cioyj.exe

C:\Windows\vdcpgepjk.exe

C:\Windows\ueoimxqg.exe

g]

\tools\mimikatz\win32\mimikatz.exe

g

\tools\mimikatz\win32\mimikatz.exe

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Ms
Build.exe

C:\Windows\System32\WindowsPowerShel1\vl.0\powersh
ell.exe

Dumping from LSASS memory
LSASS memory access. Lets hunt it!

event_data.Targetlmage

C:\Windows\system32\1sass
.exe

C:\Windows\system32\/1sass
.exe

C:\Windows\system32\/1sass
.exe

C:\Windows\system32\[15ass
.exe

C:\Windows\system32\1sass
.exe

C:\windows\system32\/1sass
.exe

C:\Windows\system32\1sass
.exe

C:\Windows\system32\[1sass
.exe

AND

event id:10

event_data.GrantedAccess

Ox1f3fff

Ox1f1fff

Ox1f1fff

Ox1f1fff

0x1038

0x1010

0x143a

0x143a

AND
AND  -event data.GrantedAccess:(0x40
-event_data.Sourcelmage:("*\\taskmgr.exe"
"*\\Ism.exe" "*\\csrss.exe" "*\\wininit.exe"

task

Process accessed
ProcessAccess)

Process accessed
ProcessAccess)

Process accessed
ProcessAccess)

Process accessed
ProcessAccess)

Process accessed
ProcessAccess)

Process accessed
ProcessAccess)

Process accessed
ProcessAccess)

Process accessed
ProcessAccess)

(rule:

(rule:

(rule:

(rule:

(rule:

(rule:

(rule:

(rule:



https://docs.microsoft.com/en-us/windows/whats-new/whats-new-windows-10-version-1507-

Dumping from LSASS memory

LSASS memory access. Native Windows events. |s it possible?

and-1511

In Windows 10, versions 1507 a default process SACL was added to LSASS.exe to log processes attempting to

access LSASS.exe. The SACL is L"S:(AU;SAFA;0x0010;;;WD)".

You can enable this under Advanced Audit Policy Configuration\Object Access\Audit Kernel Object. This
can help identify attacks that steal credentials from the memory of a process

EN Administrator: Windows PowerShell - O x

PS C:\> $p Get-NtProcess Tsass.exe
ty
PS C:\> $sd $p.GetSecurityDescriptor(

/ Request SACL Access
PS C:\> %$sd.Sacl | Format-List

—Request SACL
: Audit
: Everyone
: S-1-1-0
: SuccessfulAccess, FailedAccess
: 00000010

——SACL

PS C:\> $sd.ToSdd1( )]
S: (AU;SAFA;RP;; ;WD) <«
PS C:\> —— SACL as SDDL

GenericAll,AccessSystemSecurifg
51

Audit Kernel Object Properties .

Policy  Explain

Audit Kemel Object

=

Configure the following audt events:

Success
[ ] Failure



https://docs.microsoft.com/en-us/windows/whats-new/whats-new-windows-10-version-1507-and-1511

Dumping from LSASS memory
LSASS memory access. Native Windows events. And what about <Windows 107

It is also possible to change LSASS.exe SACL in earlier Windows versions (<10). To automate this process
you can write script and configure it to run on system startup

File Options View Process Find Users Help

I T=lely- R XA

Image

I Performance I Performance Graph l Disk and Network

GPU Graph | Services | Threads | Tcp/ip | Security | Environment | Strings

Process CPU  Private Bytes W ~
[m° services.exe <0.01 2T740K
Iﬂm
[m*T csrss.exe Window 4
winlogon exe
Elﬂlﬂl Ulesa Set Affinity...
[T dwm exe Set Priority »
1y GoogleCrashH
%G o Kill Process Del _
[m-7csrms.exe Kill Process Tree Shift+Del
E @E]";':m“"-m Restart
EXE
g
@T{‘Tnls,d.ex Create Dump 3
[=] 42, profiler.exe
BN conhost Check VirusTotal ”
= [ cmd exe =
Properties... >

User: NT AUTHORITY\SYSTEM

E; SID: 5-1-5-18

ol

Session: 0 Logon Session:
Virtualized: No  Protected:
Group 2
BUILTIN\Administrators
Everyone

3e7
No
Flags
Owner
Mandatory

Mandatory Label\System Mandatory Level Integrity
NT AUTHORITY \Authenticated Users Mandatory

(<] m

COwner Administrators (TEST\Administrators) Change

Integrity level: System Mandatory Level

Permissions | Auditing

For additicnal information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal

A Success Everyone

Group SID: n/a

Privilege Flags
SeAssignPrimary TokenPrivilege Disabled
SeAuditPrivilege Default Enabled
SeBackupPrivilege Disabled
SeChangeNotifyPrivilege Default Enabled
SeCreateGlobalPrivilege Default Enabled
SeCreatePagefilePrivilege Default Enabled
SeCreate Permanent Privilege Default Enabled
SeCreate SymbolicLink Privilege Default Enabled

Audit Kernel Object Properties ‘

Palicy  Explain

g Audit Kemel Object

[+] Configure the following audit events:
] Success
[ Failure

www.zeronights.org
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Dumping from LSASS memory
LSASS memory access. Native Windows events

General | Details

A handle to an object was requested.

Subject:
Secunty |D: TEST\Administrator
General | Details Account Name: Administrator
Account Domain: TEST
Logon ID: xB921B
A new process has been created.
Object:
Subject: Object Server: Security
Security ID: TEST\Administrator Object Type: Process
Account Name: Administrator Object Name: \Device\HarddiskVolume2\Windows\System32\Isass.exe
Account Domain: TEST Handle |D: Ox1b8
Logon ID: 0xBS81B Resource Attributes: -
Process Information: Process Information:
New Process ID: 0x18bc . Process ID: Ox18bc
New Process Name: C:\tools\mimikatz\x64\notepad.exe 7| Process Name: CAtools\mimikatz\xb4\notepad.exe
Token Elevation Type:  TokenElevationTypeDefault (1) _
Creator Process ID: Ox13fc Access Request Information:
Process Command Line:  notepad.exe "privilege:debug” Transaction ID: {00000000-0000-0000-0000-000000000000}
"sekurlsa::logonpasswords” "sekurlsa::tickets /export” Accesses: Read from process mem

Undefined Access (no effect) Bit 12

Access Reasons: -

Access Mask:
Privileges Used for Access Checlk: -
Restricted SID Count: 0




Dumping from LSASS memory
LSASS memory access. Lets hunt it, using Windows events!

event id:4656 AND event data.ObjectName:"*\\Isass.exe” AND -event_data.AccessMask:(0x1400 0x40 0x1000
0x100000) AND -event_data.ProcessName:("*\\taskmgr.exe" "*\\procexp64.exe" "*\\procexp.exe" "*\\Ism.exe"
"*\\csrss.exe" "*\\wininit.exe" "\\wmiprvse.exe" "*\\vmtoolsd.exe")

Time

November 8th 2017,

November 7th 2017,

November 7th 2017,

November 7th 2017,

November 7th 2017,

02:34:02.502

20:33:01.050

20:17:38.435

20:13:29.921

19:57:24.896

computer_name

WIN-
FIRNSLDIHDZ.test.Tlocal

WIN-
FIRNSLDJHDZ2.test.local

WIN-
FIRNSLDJHDZ2.test.local

WIN-
FIRNSLDJHDZ.test.local

WIN-
FJRNSLDIHD2.test.Tlocal

event_id

4,656

4,656

4,656

4,656

4,656

event_data.ProcessName

C:\tools\PwDump6\servpwb4.exe

C:\windows\Microsoft.NET\Framework64\v4.0.30319\M
SBuild.exe

C:\Windows\System32\WindowsPowerShell\vl.0\powers
hell.exe

C:\Windows\System32\WindowsPowershel1\vl.0\powers
hell.exe

C:\tools\mimikatz\x64\notepad.exe

event_data.ObjectName

\Device\Harddiskvolume2\Windows\System32\/1
sass.exe

\Device\Harddiskvolume2\windows\System32\/1
sass.exe

\Device\Harddiskvolume2\Windows\System32\/1
sass.exe

\Device\Harddiskvolume2\Windows\System32\/1
sass.exe

\Device\Harddiskvolume2\Windows\System32\/1
sass.exe

event_data.AccessMask

Ox1f3fff

0x143a

0x143a

0x143a

0x1010 @

www.zeronights.org
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Dumping from LSASS memory
LSASS memory access. Native Windows events. Some bad news

KOTEI'RaK NyyLle,

A Andrew Douma e N
(' @securitystreak Hyare v
Don't rely on the configured #SACL to detect
#malicious code trying to #exploit the

memory in #LSASS
tyranidslair.blogspot.co.uk/2017/10/bypass ...

& A3biK TEWTA: aHIAWACKKMIA

16:32 - 9 okr. 2017 1. .‘
.. “

https://tyranidslair.blogspot.ru/2017/10/bypassing- a I'IOI'IVIIHIIOGf'Ha%H BCeIAa
sacl-auditing-on-Isass.html
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General | Details Mimikatz (Isadump::lsa /inject)

CreateRemoteThread detected:
UtcTime: 2017-11-07 16:32:12.028
SourceProcessGuid: {d134eb5b-dca3-5a01-0000-00107b312e00}
SourceProcessld: 4436

Sourcelmage: C:\tools\mimikatz\x64\notepad.exe |
TargetProcessGuid: {d134eb5b-c61e-5a01-0000-001017c80000}
TargetProcessld: 564

Targetimage: C:\Windows\System32\lIsass.exe
NewThreadld: 2108

StartAddress: Ox000000FD33EFO000

General | Details PWDump6

Dumping from LSASS memory

CreateRemoteThread into LSASS. Sysmon events

General | Details Isadump

CreateRemoteThread detected:

UtcTime: 2017-11-08 00:11:31.632

SourceProcessGuid: {3261c166-4bb3-5a02-0000-001058239e00}
SourceProcessld: 4228

Sourcelmage: C:\tools\Isadump2.exe|

TargetProcessGuid: {3261c166-aed7-5a01-0000-0010e4e00000}
.Tlgetprocesslﬂﬁ ) -

Targetimage: C:\Windows\System32\Isass.exe|

NewThread|d: 4652

CreateRemoteThread detected:

UtcTime: 2017-11-07 23:11:21.187

SourceProcessGuid: {3261¢166-3d99-5a02-0000-00102ab38500}
SourceProcessld: 1512

Sourcelmage: C:\Windows\cioyj.exe |

TargetProcessGuid: {3261c166-aed7-5a01-0000-0010e4e00000}
TargetProcessld: 496

Targetimage: C:\Windows\System32\Isass.exe
NewThreadlid: 5176

StartAddress: 0x006901A0

StartModule:

StartFunction:

General | petails | Windows Credential Editor (WCE)

CreateRemoteThread detected:

UtcTime: 2017-11-08 11:07:23.654

SourceProcessGuid: {d134eb5b-e56b-5a02-0000-0010caa3d700}
SourceProcessld: 26496

Sourcelmage: C:\Users\ADMINI~1\AppData\Local\Temp\2\9e52cbe2-8847-44bf-8add-
b0a360d3ecel.exe

TargetProcessGuid: {d134eb5b-c61e-5a01-0000-001017c80000}
TargetProcessld: 564
argetimage: C:\Windows\System32\Isass.exe |
ew T hreadld: 26228
StartAddress: 0x000000FD33F2082C
StartModule:
|StartFunction:




Time

November

November

November

November

November

November

November

November

8th

8th

8th

7th

7th

7th

7th

6th

2017,

2017,

2017,

2017,

2017,

2017,

2017,

2017,

15

:11:

:06:

:52:

132:

145:

143:

:08:

:59:

21.

38.

52.

13

24,

43

53

16.

187

996

712

.035

534

.161

.159

326

Dumping from LSASS memory

CreateRemoteThread into LSASS. Lets hunt it!

event data.Targetimage:"*\\Isass.exe"

computer_name

pc0002. test.

pc0002. test.

pc0002.test.

WIN-

FIRNSLDJIHDZ.

WIN-

FIRNSLDJIHDZ2.

WIN-

FIRNSLDIHDZ.

WIN-

FIRNSLDJIHDZ2.

pc0002. test.

Tocal

Tocal

Tocal

test.local

test.local

test. local

test.local

Tocal

event_data.Sourcelmage

C:\windows\cioyj.exe

C:\Windows\vdcpgepjk.exe

C:\Windows\ueoimxq.exe

g

:\tools\mimikatz\x64\notepad.exe

g

:\Users\ADMINI~1\AppData\Local\Temp\2\g64-173.exe

g

:\Users\ADMINI~1\AppData\Local\Temp\2\servpwb4.exe

C:\Users\ADMINI~1\AppData\Local\Temp\2\60bed852-da53-4ccb-95ae-
98d760245951.exe

C:\Users\duser\Desktop\calc86.exe

event_data.Targetimage

C:\Windows\System32\[lsass
.exe

C:\Windows\System32\[Isass
.exe

C:\Windows\System32\/1sass
.exe

C:\Windows\System32\[1sass
.exe

C:\Windows\System32\[1sass
.exe

C:\Windows\System32\[lsass
.exe

C:\Windows\System32\[1sass
.exe

C:\Windows\System32\[1sass
.exe

source_name:"Microsoft-Windows-Sysmon" AND event id:8 AND

task

CreateRemoteThread detected
CreateRemoteThread)

CreateRemoteThread detected
CreateRemoteThread)

CreateRemoteThread detected
CreateRemoteThread)

CreateRemoteThread detected
CreateRemoteThread)

CreateRemoteThread detected
CreateRemoteThread)

CreateRemoteThread detected
CreateRemoteThread)

CreateRemoteThread detected
CreateRemoteThread)

CreateRemoteThread detected
CreateRemoteThread)

www.zeronights.org
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ER s Dumping from LSASS memory

General |Details | PWDump6 (x86) Unsigned image loading into LSASS. Sysmon events
mage onded IR B G T
UtcTime: 2017-11-07 23:11:21.188 General | Details PWDumpX
ProcessGuid: {3261c166-aed7-5a01-0000-0010e4e00000}

Processld: 496 : e
Image: C:\Windows\System32\|sass.exe e ST o
Imagel.oaded: C:\Windows\lsremora.dil ProcessGuid: (3261¢166.aed7-3201-0000-0010e4<00000)
Hashes: MD5=74345E6451B330EBB144045EDAD274E1,SHA256 Picorcait 06
=AFFOFAFC63696937B4DBD2ECSDF8263F7TBEBFEDO1567E613FB69D3A9ABBATBSE Image: C:\Windows\System32\Isass.exe
Signed: false ImagelLoaded: C:\Windows\System32\DumpExt.dll
Signature: Hashes: MD5=BAF49D419C56E48F35B43AB189F03AEF,SHA256
SignatureStatus: Unavailable =FOC17FBB30D2FB4C02E63C857F5AF0AT144CCO7FBE262803247F21DFF7193FA36
Signed: false
Signature:
SignatureStatus: Unavailable
oo o | POungE 05
image loaded: General |petails | Windows Credential Editor (WCE)
UtcTime: 2017-11-07 23:34:02.503
ProcessGuid: {d134eb5b-c61e-5a01-0000-001017c80000} Image loaded:
Processld: 564 UtcTime: 2017-11-08 11:07:23.656
Image: C:\Windows\System32\Isass.exe ProcessGuid: {d134eb5b-c61e-5a01-0000-001017c80000}
ImageLoaded: C:\tools\PwDump6\lsremorab4.dll I‘:::‘:"g’\—vsz:‘ e e
Hashes: MD5=A65749EE53F55D034E8CCB057639C074,SHA256= Im 9 ol et CAW RN F A s 8
333562C073AF7F052C08614FEBADS1B61A5CO2EE2E842D70FFSD2E4ECIB4BBCB Hashes: MD5=A024AF6DBE29527A722C BSDAFBECESS, SHA256
gignet* false =F3229244CCC349E3ECR43EBEBADS47C559FES2795393E949D451700861082378
ignature: Signed: false
SignatureStatus: Unavailable Signature:
— SignatureStatus: Unavailable




Time

November

November

November

November

November

November

November

8th

8th

8th

8th

8th

8th

7th

2017,

2017,

2017,

2017,

2017,

2017,

2017,

:07:

:07:

:50:

:34:

:11:

:06:

143

23.

23.

39.

02.

21.

38.

43.

781

770

382

503

188

997

162

Dumping from LSASS memory
Unsigned image loading into LSASS. Lets hunt it!

source_name:"Microsoft-Windows-Sysmon" AND event id:7 AND

event _data.Image:"*\\Isass.exe" AND event_data.Signed:false

computer_name

WIN-

FIRNSLDJIHDZ2.

WIN-

FIRNSLDJHD2.

pc0002. test.

WIN-

FIRNSLDJIHDZ2.

pc0002. test.

pc0002. test.

WIN-

FIRNSLDJHD2.

test.local

test.local

Tocal

test.local

Tocal

Tocal

test.local

event_data.lmage

C:\Windows\System32\[lsass
.exe

C:\Windows\System32\/1sass
.exe

C:\Windows\System32\[lsass
.exe

C:\Windows\System32\[1sass
.exe

C:\Windows\System32\[1sass
.exe

C:\Windows\System32\[lsass
.exe

C:\Windows\System32\/1sass
.exe

event_data.Imageloaded

C:\Windows\Temp\wceaux.dl]

M

\Windows\Temp\wceaux.dl]

C:\Windows\System32\DumpExt.d11

M

:\tools\PwDump6\lsremorab4.d11

C:\wWindows\1sremora.dll

C:\Windows\1lsremora.dl1

C:\Users\ADMINI~1\AppData\Local\Temp\2\1sremor
a64.d11

event_data.Signed

false

false

false

false

false

false

false

task

Image loaded
ImageLoad)

Image loaded
ImageLoad)

Image loaded
ImageLoad)

Image loaded
ImageLoad)

Image loaded
ImageLoad)

Image loaded
ImageLoad)

Image loaded
ImageLoad)

www.zeronights.org
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Windows Server 2012 R2 and Windows 8.1 includes a new
feature called LSA Protection. It prevents non-protected
processes from interacting with LSASS.

To allow it, set the value of the registry key RunAsPPL in
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
Lsa to dword:00000001

ap @decoder_it - 13 aer v
ﬂ Still using "old" Windows 2012 without Credential Guard? How about RunAsPPL
to block credential theft?

uuojsuol @ionstorm - 30 nroH N
B oteer

RunAsPPL/LSASS Protection may work in preventing dumping credentials from

memory, | haven't tested recently but it worked a while back

& Asbik TBUTA: AHIWACKKIA

But... Mimikatz can bypass it, using its own driver. Even
more... It can unprotect any protected processes ©

O mimikatz 2.0 alpha x&4 {ce.eo)

AR mimikatz 2.0 alpha (x64) release '

HHEOA B
# f N W frow ok

"Kiwi en C" (Mow 20 201:

# N W Benjamin DELPY ‘gentilkiwi ' ( benjamin@gentilkiwi.com )
" v http:/fblog.genti lkiwi . com/mimikatz {oe.eo)

"R

imikatz # privilege: :debug
Privilege "20' OK

imikatz # lsadump::lsa
ERROR kuhl_m_lsadump_lsa
yomain - LAEB f 5-1-5-21

fid:502 finject
ge
2672

t
2929287289-1204109396

RID 2 000001f6 (S02)
Iser : krbtgt

with 15 modules #* * 5

Handle ; OpenProcess {(0x00000005)

1883388597

ERROR kuhl_m_lsadump_lsa_user ; SamQueryInformationUser c0000003

imikatz # !4

[*] mimikatz driver not present

[+] mimikatz driver successfully registered
[+] mimikatz driver ACL to everyone

[+] mimikatz driver started

imikatz # |processprotect fprocess:lsass.exe
155 1 s Bxe
= 0000 [0-0-0]

imikatz # lsadump::lsa /id:502 finject
yomain @ LAB J S-1-5-21-2929787289-1204109396

: 0000D01LFE (%02
: krbtgt

¥ Primary
LM :
HNTLM : 3fe6cb877d0latfcceilt465ebe5ed449

* wWhigest
01 a68990164bddfefad7c?ed98f19ab7 4¢
02 29901ed4c556d4479c71219b74712b4af
03 bodcddbiadioifesaShaeBocdcd4182«

J/remowve

18833IBRS97



https://technet.microsoft.com/en-us/library/dn408187(v=ws.11).aspx

=
SE

General | Details

General | Details

Dumping from LSASS memory
Installation of Mimikatz driver

A service was installed in the system.

Service Name: mimikatz driver (mimidrv)

Service File Name: C:\tools\mimikatz\x64\mimidrv.sys
Service Type: kernel mode driver

Service Start Type: auto start

Service Account:

Driver loaded:
UtcTime: 2017-11-07 15:59:47.425

ImagelLoaded: C:\tools\mimikatz\x64\mimidrv.sys

Signed: false
Signature:
SignatureStatus: Expired

Hashes: MD5=6B480FAC7CACA2F85BESACCFE7SAEDFC,SHA256
=A32DC2218FB1F538FBA33701DFDICA34267FDA3181E82EB58B971AEBBT8F0852

www.zeronights.org
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[ 4

4

Dumping from LSASS memory

Installation of Mimikatz driver. Lets hunt it!

event_id:7045 AND (event_data.ServiceName:*mimidrv* OR event data.ImagePath:*mimidrv*)

Time

November 7th 2017, 18:59:47.398 WIN-

November 7th 2017, 13:35:50.336 WIN-

computer_name event_id event_data.ServiceName
7,045 mimikatz driver
FIJRNSLDJHD2. test.Tlocal (mimidrv)
7,045 mimikatz driver
FIJRNSLDJHD2. test.Tocal (mimidrv)

event_data.ImagePath event_data.ServiceType

C:\tools\mimikatz\x64\mimid kernel mode driver
rv.sys

C:\tools\mimikatz\x64\mimid kernel mode driver @
rv.sys

event _id:6 AND source_name:"Microsoft-Windows-Sysmon" AND event_data.ImagelLoaded:*mimidrv*

4

4

Time

November 7th 2017, 18:59:47.430

November 7th 2017, 17:46:57.896

computer_name

WIN-
FIRNSLDJIHDZ.test.local

WIN-
FIRNSLDJIHDZ.test.local

event_data.lmageloaded

C:\tools\mimikatz\x64\mimidr
v.sys

C:\tools\mimikatz\x64\mimidr
V.sys

event_data.SignatureStatus event_data.Signed task

Expired false priver loaded (rule:
DriverLoad)

Expired false priver loaded (rLQ Q
DriverLoad)

www.zeronights.org
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o] Administrator: Command Prompt

lzaszs

7?1 064 K

findsty
L68 Services 0]

»Program Files“Microsoft S5QL Server~l1li0:Shared>tasklist |

lsass.exe

wProgram Files“Microsoft S5QL Serverslii Shared>SglDumper.exe 568 0 0xOD1ii0@
arsed parameters:
Procez=ID = GAB B
Threadld = 0 )
Flags = Mx120

-— |I: IIIIII

Task Manager

MiniDumpFlags = Ox1966 File Options  View
SqlinfoPtr = OxOD00O00DOO00OOOODOO - -
DumpDir = <NULLX> Processes | Performance | Users | Details | Sepvices
ExceptionRecordPtr = 0xD000O0O0000000DGDO
ContextPtyr = OxDODOOOOODODOODOOO
ExtraFile = <HULL> Mame PID Status  User name CP ~
Enetancobane CoahiLle 57 LogonUl.exe 852 Runn.. SYSTEM 0
allback type 11 not used g e n P
allback type 15 not used " llsass.exe Endtask P q
allback type ? not used B | Microsoft.ActiveDire... ndtas 0
iniDump completed: SQLDmpr0001 .mdmp - E
& mmc.exe nd process tree 0
S~ msdtc.exe Set priority b 0
P > | notepad++.exe Set affinity 0
-1 ministrator: Lommar g, notepad.exe : : T
:stoolsprocdumpbd _exe —ma lsass.exe Ly m Analyze wait chain ¥
rocDump v?.0 — Syzinternals process dumjies . S
opyright (C> 2009-2017 Mark Russinovich{SeEEEiEgEell Create dump file sk

Cuzsinternals — www_sysinternals.com
[03:09:551 Dump 1 initiated: C:\tools\lsass.exe 171116 _030955.dmp (RN REN
[03:=0?:55]1 Dump 1 writing: Estimated dump file size iz 71 HMB.

[03:09:55]1 Dump 1 complete: 21 MB written in 0.2 seconds

[03:=0?:551 Dump count reached.

- | O IIII

Extract credentials
from Isass memory

= Select mimikatz 2.1.1 x64 (oe.eo)

minidump lzass.dmp
‘lzass . dmp’

# sekurlsa
HINI DUHP

imikat=
Switch to

imikatz # szekurlsza::logonpasswords
Opening : ‘lsass.dmp’ file for minidump... d[jn1p

@ ; 509580 <OOOOO000:0007c68c>
: Interactive from 2

: DUWM-2

: Window Manager

Authentication Id
Cession

Cnull>

16.11.2017 2:=52:26

5—1-5-70-2
[ mmmmmms 1
= lIsername
#* Domain
= MTLM

Primar
WIM-FJRNSLDJHD2S
TEST
FR228579F8hdf 37020491 b267F223d3e
c3alb23634d3cid51a18299801129774282614c1

www.zeronights.org
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General | Details

Dumping from LSASS memory
Access LSASS memory for dump creation. Sysmon events

Process accessed:
UtcTime: 2017-11-15 23:15:03.096

SourceProcessld: 732
SourceThread|d: 2068
Sourcelmage: C:\tools\procdump64.exe

TargetProcessld: 568

SourceProcessGUID: {d134eb5b-ca77-5a0c-0000-0010faf92800}

TargetProcessGUID: {d134eb5b-c4b0-5a0c-0000-00103fc90000}

Targetimage: C:\Windows\system32\lsass.exe

GrantedAccess: Ox1FFFFF

General | Details

Process accessed:

UtcTime: 2017-11-15 23:16:52.087

SourceProcessGUID: {d134eb5b-c7c6-5a0c-0000-0010e0831d00}
SourceProcessld: 3952

SourceThreadld: 4000

Sourcelmage: C:\Windows\system32\Taskmgr.exe |
TargetProcessGUID: {d134eb5b-c4b0-5a0c-0000-00103fc90000}
TargetProcessld: 568

Targetimage: C:\Windows\system32\Isass.exe
|GrantedAccess: OxTFFFFF

CallTrace: C:\Windows\SYSTEM32\ntdll.dll+967da|C:\Windows\SYSTEM32\ntdll.dll+80a60|C:
\Windows\system32\KERNEL32.DLL+13a57|C:\Windows\system32\KERNEL32.DLL +13b&f|C:
\Windows\system32\dbghelp.dll+11d3ac|C:\Windows\system32\dbghelp.dil+ 11b1c5|C:\Windows
L_\system?»?.\dbghelp dll+3791d|C:\Windows\system32\dbghelp.dll+3d37a|C:\Windows\system32
\dbghelp.dll+34aaa|C:\Windows\system32\Taskmgr.exe+98ed5|C:\Windows\system32
\KERNEL32.DLL+15bd|C:\Windows\SYSTEM32\ntdIl.dll+743d1

CallTrace: C:\Windows\SYSTEM32\ntdll.dll+967da|C:\Windows\SYSTEM32\ntdIl.dll+ 80a60|C:
\Windows\system32\KERNEL32.DLL+ 13a57|C:\Windows\system32\KERNEL32.DLL+ 13b8f|C:

\Windows\SYSTEM32\dbghelp.dll+ 11d3ac|C:\Windows\SYSTEM32\dbghelp.dil+ 11b1c3|C: ws|
\Windows\SYSTEM32\dbghelp.dll+3791d|C:\Windows\SYSTEM32\dbghelp.dll+ 3d37a|C:\Windo

\SYSTEM32\dbghelp.dll+ 34aaa|C:\tools\procdumpb4.exe+ 12b40|C:\tools\procdumpb4.exe+ 12575 .
|C:\tools\procdump64.exe+ 12495|C:\tools\procdump64.exe+ 12149|C:\Windows\system32 www.zeronights.org
\KERNEL32.DLL+15bd|C:\Windows\SYSTEM32\ntdll.dlI+743d1 A : : : - : :
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Time

November

November

November

November

16th 2017,

16th 2017,

l6th 2017,

16th 2017,

03:00:57.844

02:38:16.371

02:16:52.088

02:15:03.096

computer_name

WIN-
FIRNSLDIHDZ.test
.Tocal

WIN-
FIRNSLDIHDZ.test
.Tocal

WIN-
FIRNSLDIHDZ.test
.Tocal

WIN-
FIRNSLDIHDZ2. test
.local

Dumping from LSASS memory
Access LSASS memory for dump creation. Lets hunt it

source_name:"Microsoft-Windows-Sysmon" AND event id:10 AND
event_data.Targetimage:"*\\Isass.exe" AND event _data.CallTrace: *dbghelp*

event_data.Sourcelmage

c:\Program
Files\Microsoft sqQL
Server\110\Shared\Sq1Dump
er.exe

C:\Windows\System32\windo
wsPowershell\wvl1.0\powersh
ell.exe

C:\Windows\system32\Taskm
gr.exe

C:\tools\procdumpb4.exe

event_data.Targetimage

C:\windows\system32\[15as
s5.exe

C:\windows\system32\[Isas
s.exe

C:\Windows\system32\[lIsas
5.exe

C:\Windows\system32\[15as
S.exe

event_data.CallTrace

C:\Windows\SYSTEM32\ntd11.d11+967da|C:\Windows\SYSTEM32\ntd11.d11+80a60|C:\Windows\system32\KERNEL32.DLL+13a57 |C:\Windows\system32
\KERNEL32.DLL+13b8f|C:\Program Files\Microsoft sqL Server\110\Shared\dbghelp.dl1+82630|C:\Program Files\Microsoft sQL
server\110\Shared\dbghelp.d11+85773|C:\Program Files\Microsoft sqL Server\110\Shared\'dbghelp.d11+7e2ac|C:\Program Files\Microsoft
sqL server\110\shared\dbghelp.d11+76d51|cC:\Program Files\Microsoft sqQL Server\110\shared\/dbghelp.d11+774dd|C:\Program
Files\Microsoft SQL Server\110\Shared\SqlDumper.exe+bf20|C:\Program Files\Microsoft sqL
server\110\Shared\SqlDumper.exe+8f65|C:\Program Files\Microsoft sqQL Server\110\Shared\SqlDumper.exe+1040b|C:\Program
Files\Microsoft sqQL Server\110\Shared\SqlDumper.exe+10652|C:\Program Files\Microsoft sqQL

C:\Windows\SYSTEM32\ntd11.d11+967da|C:\Windows\SYSTEM32\ntd11.d11+80a60|C:\Windows\system32\KERNEL32.DLL+13a57|C:\Windows\system32
\KERNEL32.DLL+13b8f|C:\Windows\SYSTEM32\DbgHelp.d11+11d3ac|C:\Windows\SYSTEM32\DbgHelp.d11+11blc5|C:\Windows\SYSTEM32\[DbgHelp.d]

1+3791d| c:\windows\SYSTEM32\DbgHelp.dl1+3d37a|C:\Windows\SYSTEM32\DbgHelp.d11+34aaa|C: \Windows\assembly\NativeImages_v4.0.30319_6
4\System.Manaa57fcBcc#\e22255eb455ea82b67a64858¢9c590d1\System.Management . Automation.ni.d11+7cb70cf8(wow64) | C:\Windows\Microsoft.N
ET\Framework64\v4.0.30319\c1r.d11+124113|C:\Windows\Microsoft.NET\Framework64\v4.0.30319\c1r.d11+123fde|C:\Windows\Microsoft.NET\F
ramework64\v4.0.30319\c1r.d11+8eeb6|C:\Windows\Microsoft.NET\Framework64\v4.0.30319\c1r.d11+8ebab|C:\Windows\assembly\NativeImages
_v4.0.30319_64\mscor1ib\f9f73f178cc2e4493598eelbd411c3e8\mscorlib.ni.d11+486bac|C:\Windows\assembly\NativeImages_v4.0.30319_64\msc

C:\Windows\SYSTEM32\ntd11.d11+967da|C:\Windows\SYSTEM32\ntd11.d11+80a60|C:\windows\system32\KERNEL32.DLL+13a57|C:\Windows\system32
\KERNEL32.DLL+13b8f | C:\Windows\system32\dbghelp.d11+11d3ac|C:\Windows\system32\/dbghelp.d11+11b1lc5|C:\Windows\system32\/dbghelp.dl
1+3791d| c:\windows\system32\dbghelp.dl1+3d37a|C:\Windows\system32\ dbghelp.d11+34aaa|C:\Windows\system32\Taskmgr.exe+98ed5|C:\wind
ows\system32\KERNEL32.DLL+15bd |C:\Windows\SYSTEM32\ntd11.d11+743d1

C:\windows\SYSTEM32\ntd11.d11+967da|c:\windows\SYSTEM32\ntd11.d11+80a60\C:\windows\system32\KERNEL32.DLL+13a57\C:\Windows\systec{e
\KERNEL32.DLL+13b8f|C:\Windows\SYsTEM32\dbghelp.d11+11d3ac|C:\Windows\SySTEM32\/dbghelp.d11+11blc5|C:\Windows\SYSTEM32\/dbghelp.an
1+3791d| C:\Windows\SYSTEM32\dbghelp.dl1+3d37a|C:\Windows\SYSTEM32\ dbghelp.d11+34aaa|C:\tools\procdumpb4 .exe+12b40|C: \tools\procdu
mp64 .exe+12575|C:\tools\procdumpb4.exe+12495|C:\tools\procdumpb4.exe+12149|C:\Windows\system32\KERNEL32.DLL+15bd|C:\Windows\SYSTEM
32\ntd11.d11+743d1
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Procdump create Isass memory dump file

General | Details

File created:
UtcTime: 2017-11-15 23:15:03.082

ProcessGuid: {d134eb5b-ca77-5a0c-0000-0010faf92800}
Processld: 732

Image: C:\tools\procdumpb4.exe

TargetFilename: C:\tools\Isass.exe_171116_031503.dmp
CreationUtcTime: 2017-11-15 23:15:03.082

General | Detajls | 1askmgr create Isass memory dump file

Dumping from LSASS memory
LSASS memory dump file creation. Sysmon events

Powershell create Isass memory dump file

General | Details

File created:

UtcTime: 2017-11-15 23:38:16.223

ProcessGuid: {d134eb5b-cf75-5a0c-0000-0010972a3f00}
Processld: 4940

Image: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
TargetFilename: C:\temp\lsass_368.dmp

CreationUtcTime: 2017-11-15 23:38:16.223

File created:

UtcTime: 2017-11-15 23:16:52.085

ProcessGuid: {d134eb5b-c7c6-5a0c-0000-0010e0831d00}
Processld: 3952

Image: C:\Windows\system32\Taskmgr.exe
TargetFilename: C:\Users\ADMINI~1\AppData\Local\Temp'\2\Isass (2).DMP

CreationUtcTime: 2017-11-15 23:16:52.085

- —

General | Details SqlDumper create Isass memory dump file

File created:

UtcTime: 2017-11-16 00:07:44.486

ProcessGuid: {d134eb5b-d6d0-5a0c-0000-0010c£536800}
Processid: 7424

Image: C:\Program Files\Microsoft SQOL Server\110\Shared\SqiDumper.exe

TargetFilename: C:\Program Files\Microsoft SQL Server\110\Shared\SQLDmprO001.mdmp

CreationUtcTime: 2017-11-16 00:00:57.837




source_name:"Microsoft-Windows-Sysmon" AND event_id:11 AND event data.TargetFilename:*Isass* AND

event_data.TargetFilename:*dmp

Time

November

November

November

November

November

November

16th

16th

16th

16th

16th

16th

2017,

2017,

2017,

2017,

2017,

2017,

02:

02:

02:

02:

02:

02:

38:

33:

16:

15:

14:

12:

16.

16.

52.

03.

16.

33.

223

513

085

082

989

905

computer_name

WIN-FIRNSLDIHD2

WIN-FIRNSLDJIHD2

WIN-FIRNSLDIHD2

WIN-FIRNSLDJIHD2

WIN-FIRNSLDIHD2

WIN-FIRNSLDJIHD2

.test

.test

.test

.test

.test

.test

.local

.local

.local

.local

.local

.local

event_data.lImage

C:\Windows\System32\wWindowsPowershelT\vl.0\powershell.exe

C:\Windows\Explorer.EXE

C:\Windows\system32\Taskmgr.exe

C:\tools\procdumpb4.exe

C:\tools\procdump64.exe

C:\tools\procdumpb4.exe

Dumping from LSASS memory
LSASS memory dump file creation. Lets hunt it

event_data.TargetFilename

C:\temp\15as5_568 . dip

C:\tmp\Tsass.exe_171116_031233 . dmp
C:\Users\ADMINI~1\AppData\Local\Temp\2\/Isass (2).DMP
C:\tools\/Tsass.exe_171116_031503 . dmp
c:\tools\Tsass.exe_171116_031416 . dmp

C:\tools\1sass.exe_171116_031233 .|dmp

task

File created (rule:

File created (rule:

File created (rule:

File created (rule:

File created (rule:

File created (rule:

www.zeronights.org
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FileCreate)

FileCreate)

FileCreate)

FileCreate)

FileCreate)

FileCreate)



Dumping from LSASS memory
Offline credentials dumping. Other sources of LSASS memory

It is also possible to extract credentials from other sources, containing Isass memory:
* Virtual machines memory files (.vmem...);

* Hibernation files (hiberfil.sys) ;

* Crashdumps (.dmp, C:\Windows\Minidump).

Tools: Mimkatz WinDbg extension, Volatility Mimikatz plugin

forensique % wol mimikatz
Volatility Foundation Veolatility Framework 2.3.1
Module User Domain Password

File Edit View Debug Window Help
| ﬁ?| | =] 3} % E“| R wdigest phocean LAB

wdigest WINT7S LAB
forensique % [

Command
0: kdr .load c:~=securityvmimikatz>zt4~mimilib.dll

o mimikatz 2.0 alpha (x6d) release "Kiwi en C" (Howv 24 2013
AR T ##.  Windows build 7601

o R w % o=
2HE ~ o XE Benjamin DELEPY "gentilkiwi®™ { benjamin@gentilkiwi. com )

"R v R http:«+blog.gentilkiwi . com mimnilkat=z
TREREE WinDBG extension | * % *- www.zeronights.org
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Offline credentials dumping

ReadAttributes

General | Details |

Dumping from LSASS memory

A network share object was checked to see whether client can be granted

: Subject:
General | Details AR TEST\dadmin
Account Name: dadmin
A network share object was checked to see whether cl Account Domain: TEST
Logon ID: Ox5D14EA
Subject:
Security ID: TEST\dadmin Network Information:
Account Name: dadmin Object Type: File
Account Domain: TEST Source Address: 172.16.205.151
Legon ID: 0x5E2317 Source Port: 54697
MNetwork Information: Share Information:
Object Type: File Share Name: \MCS
Source Address: 172.16.205.151 Share Path: \TAC\
Source Port: 54700 Relative Target Name: tmp\lsass.exe_171116_031233.dmp
Share Information: |Access Request Information:
Share Name: WNCS Access Mask: 0x120089
Share Path: ATACA Accesses: READ_CONTROL
Relative Target Name: hiberfil.sys SYNCHRONIZE
ReadData (or ListDirectory)
Access Request Information: ReadEA
Access Mask: 0120089 ReadAttributes
Accesses: READ_CONTROL
SYNCHRONIZE LI
ReadData (or ListDirectory)
ReadEA

General | Details

. Other sources of LSASS memory

A network share object was checked to see whether client can be granted

Subject:
Security ID: TEST\dadmin
Account Name: dadmin
Account Domain: TEST
Legon ID: Ox5D14EA
MNetwork Information:
Object Type: File
Source Address: 172.16.205.151
Source Port: 54697
Share Information:
Share Name: WMCs
Share Path: AV g TacyY
Relative Target Name: tmpintds.dit
Access Request Information:
Access Mask: Ox120089
Accesses: READ_CONTROL
SYNCHRONIZE
ReadData (or ListDirectory)
ReadEA
ReadAttributes

-



Dumping from LSASS memory
Offline credentials dumping. Other sources of LSASS memory. Copying
hiberfil/crashdumps via admin shares

event id:5145 AND event data.RelativeTargetName:(*Isass* "*\\windows\\minidump\\ *"
*hiberfil* *sqldmpr* "*\\sam*" "*\\ntds.dit" "*\\security*")

Time

November 16th 2017,

November 16th 2017,

November 16th 2017,

November 16th 2017,

November 16th 2017,

03:

02:

02:

02:

02:

29:32.026

52:51.224

51:58.933

51:40.990

50:50.609

computer_name

WIN-
FIRNSLDJIHDZ. test. Tocal

WIN-
FIRNSLDJHDZ.test.local

WIN-
FIRNSLDIHDZ. test.Tocal

WIN-
FIRNSLDJIHDZ. test. Tocal

WIN-
FIRNSLDJHDZ.test.local

event_id

5,145

5,145

5,145

5,145

5,145

event_data.SubjectUserName

dadmin

dadmin

dadmin

dadmin

dadmin

event_data.lpAddress

172.16.205.151

172.16.205.151

172.16.205.151

172.16.205.151

172.16.205.151

event_data.ShareName

\\*\CS

\\VFA\CS

A\F\CS

\\*\CS

\\VFA\CE

event_data.RelativeTargetName

Program Files\Microsoft sqQL
Server\110\shared\sQLDmpr0001.mdmp
hiberfil.sys

tmp\sam

tmp\Tsass.exe_171116_031233.dmp

tmp\ntds.dit

www.zeronights.org
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Offline — grab SAM/SYSTEM/SECURITY/NTDS.dit from compromised host and process

it using special tools. Online — run special tool directly on compromised host (this tool
will do all necessary work itself)

~ v X root@bt: ftmp/N B .168.1.0
== root@bt: AMp/NTDS_Grab/192.168.1.6 131x18 |, __ ... cam cam e - cprurdtv cerie v cave —cvchbon cuctom caus 1A
 /tmp/NTDS_Grab/192.168.1.6# /root/libesedb-20120102/esedbtools/esedbexport ntds|> —- - --oump-Py -Sal sall. Save -Security security.save system system.save LOCAL
esedbexport 20120182 Impacket v@.9.11-dev - Copyright 2882-2813 Core Security Technologies
ODpening file.
orting table 1 [ﬂ\v,oujc ts) out of 12.
ing table 2 (MSysObjectsShadow) out of 12. [#] Target system bootKey: 8w682eB8c2947d56a35bFf9cfaddedbbbace
g table 3 (MSysUnicodeFixupVer2) out of 12.
g table 4 (datatable) out of 12. [*] Dumping local SAM hashes {uid:rid:1lmhash:nthash)
1g table 5 (hiddentable) out of 12.
table 6 (link table) out of 12. renadm: 5848 :aad3bd35b51484ecaad3b435b51484ee 1 3e2ddcead 23468 ce597d6883 576 TR57: 1
table 7 (sdpropcounttable) out of 12.
table & (sdproptable) out of 12. Guest:5@81:aad3b435b51484eeaad3ibd35b51484ee : 31decFeBdl 6ac931b7 3c59d7eBoBBIca: &
table 9' (sd.table) out.af 12.
table 10 (MSysDefrag2) out of 12. cupport: 1888 : aadib435b51484ecaad 3b435b5148d ee  6AF1 2cddaadBas 7e@bailbsde730949b: & :
table 11 (quota table) out of 12. . . i . . i o
] table 12 (quota rebuild progress table) out of 12. [*] Dumping cached domain logon information (uld:encryptedHash:longDomaln:domaln )
Export 0"-1ctct L R
: /tmp/NTDS Grab/192.168.1.6# hdes : 6ec/4661658377dF488415415bF1832] : securus. corp.com: SECURUS : = :
~ v X root@bt: /ftmp/NTDS Grab/192.168.1.6 L
o root@bt: Amp/NTDS Grab/192.168.1.6 13 dministrator: cdadsBedfeeSati2das7fd2eebBdbd24 : SECURUS. CORP . COM:SECURUS:
:/tmp/NTDS_Grab/192.168.1.6# cp ntds.export/datatable.3 . [*] Dumping LS rets
: /tmp/NTDS_Grab/192.168.1.6# s L7 Lunpd A secrets

datatable.3 ntds ntds.export sys

:ftmprTDS_Grahflaz 168.1.6# /root/metasploit-framework/tools/ntds hashextract.rb datatable.3 sys
Administrator: 500 aad3b435b51404ecaad3 |4j3-31404cc -ac le-c104ﬂ 410caL‘hlCI la4-;wr'e¢a:::
GOKUS:1000:aad3b435b51404ecaad3b435b51404ee:
krbtgt: 30_.aa-“|433-31404eeaar b435b51404ee:7 E dbl12: ::
\/ A _n: 1183 :aad -433-31404eeaaf -433b3l404cc-r;740016"57“'ﬂOllE4"4laEEﬂETSQ3'
serveradmin:1104:aad3b435b51404eeaad3b435b51404ee:5b62Toc785df fe b81d89df17:
LA DDﬂw03%95F4Bu 1185:aad3b435b51404eeaad3b435b51404ee: nf696444cTdagffcaEQQldtu_39 df“’:::
TRUNKS%:1106:3ad3b435b51404eeaad3b435b51404ee:83683d96Tca79dcPadalcdf19d18e89T: ;
: /tmp/NTDS_Grab/192.168.1.6%# [] WWW»ZEFO“'QMSOF@J

#zeronights




File System Logical Offsets

Windows allows programs to have direct access to logical volumes. Programs Technique
with direct access may read and write files directly from the drive by analyzing ID T1006
file system data structures. This technique bypasses Windows file access controls Tactic Defense Evasion

Platform Windows Server 2003,
Windows Server 2008,
. . Windows Server 2012,
Tools: Pwdump7, Invoke-NinjaCopy, Samex Windows XP, Windows 7.
Windows 8,
Windows Server 2003 R2,
Windows Server 2008 R2,
ing Inv Library ‘e"u'iI'IIjO‘.‘u'S SEWEF 2':'12 RE

Glettin@ basi rmation from the file = || =] - 3 3 -
Windows Vista, Windows 8.1,

- Windows 10

as well as file system monitoring tools.

> Administrator: Windows PowerShell

SAMex — vakovdkPgmail.com — <C) June 2012

(Thiz software comes with NO WARRANTY: vour mileage may varyd Permissions Administrator

JERBOSE: Allocating memory for the PE and write its headers to memory

________________________________________________________________ Req Uired
e s e e Data API monitoring
Found [, "windows'']
S— Found [\, "windows","ntds","ntds.dit"] Sources
Se Found, nEds. dit Defense File monitoring
¥ 1
on wher k was ally loaded in memory ~t 5 ]+ Js odi ) . L .
: me e Somding "5 actually loaded in memory g EEIN N oMs SHERENTIS LT £o “HEDG. our Bypassed File system access controls
Done importir i
: Update memory protectio ::MTF8File::
: Calling dlimain so the D WS 435
ECa]HnE ealthReadF R 407
bt o< remaining. Filename: ntds.dit
remaining. Filesize: 20987704 hytes
Cectors: C(1089512,.31904> i
; ; . www.zeronighfs.or
one unloading the Tibr: :Ia_:::l by the PE (84&'9664,896) g g

alling dlimain so the D ¢ s it is being unloaded (1672336, 8192> #Zer0ﬂ|ghfs

Donel



Dumping from SAM/SYSTEM/SECURITY/NTDS.dit

Grabbing via direct access to logical volume. Sysmon events.

General | Details Invoke-NinjaCopy (local)

RawAccessRead detected:

UtcTime: 2017-11-07 12:09:46.355

ProcessGuid: {d134eb5b-a196-5a01-0000-00109¢13e500}
Processld: 6644

Image: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Device: \Device\HarddiskVolume2

General | Details Invoke-NinjaCopy (remote)

RawAccessRead detected:
UtcTime: 2017-11-07 12:14:13.387
ProcessGuid: {d134eb5b-a38f-5a01-0000-001056c5e700}
Processld: 7208

Image: C:\Windows\System32\wsmprovhost.exe
Device: \Device\HarddiskVolume2

General | Details PwDump?7

RawAccessRead detected:
UtcTime: 2017-11-07 11:20:34.796

ProcessGuid: {d134eb5b-9701-5a01-0000-00103041d200}
Processld: 1724

Image: C:\tools\pwdump7\PwDump7.exe
Device: \Device\HarddiskVolume2

<3 y >
/ - S o

General | Details Samex

RawAccessRead detected:
UtcTime: 2017-11-07 11:35:12.280
ProcessGuid: {d134eb5b-9a70-5a01-0000-001007a2db00}
Processld: 5900

Image: C:\tools\samex.exe

Device: \Device\HarddiskVolume2

S -y S -




Time

November

November

November

November

November

November

7th

7th

7th

7th

7th

7th

2017,

2017,

2017,

2017,

2017,

2017,

:14:

:13:

:09:

:07:

:50:

:40:

00.868

55.259

46.355

46.053

23.306

59.710

Dumping from SAM/SYSTEM/SECURITY/NTDS.dit
Grabbing via direct access to logical volume. Lets hunt it!

event _id:9 -event_data.Image:("*\\WmiPrvSE.exe" "*\\sdiagnhost.exe"
"*\\Searchindexer.exe" "*\\csrss.exe" "*\\Defrag.exe" "*\\smss.exe" "System"
"*\\VSSVC.exe" "*\\CompatTelRunner.exe" "*\\wininit.exe" "*\\autochk.exe"
"*\\taskhost.exe" "*\\dfsrs.exe" "*\\vds.exe" "*\\Isass.exe")

computer_name

WIN-
FIRNSLDJIHDZ.test.local

WIN-
FIRNSLDJIHD2.test.local

WIN-
FIRNSLDJIHDZ.test.local

WIN-
FIRNSLDJIHD2.test.local

WIN-
FIRNSLDJIHDZ.test.local

WIN-
FIRNSLDJIHD2.test.local

event_data.lmage

C:\Windows\System32\wsmprovhost.exe

C:\Windows\System32\wsmprovhost.exe

C:\Windows\System32\WindowsPowershell\vl.0\powers
hell.exe

C:\Windows\System32\WindowsPowerShell\vl.0\powers
hell.exe

C:\tools\pwdump7\PwDump? .exe

C:\tools\samex.exe

event_data.Device

\Device\Harddiskvolu
me2

\Device\Harddiskvolu
me2

\Device\Harddiskvolu
me2

\Device\Harddiskvolu
me2

\Device\Harddiskvolu
me2

\Device\Harddiskvolu
me2

task

RawAccessRead detected
RawAccessRead)

RawAccessRead detected
RawAccessRead)

RawAccessRead detected
RawAccessRead)

RawAccessRead detected
RawAccessRead)

RawAccessRead detected
RawAccessRead)

RawAccessRead detected
RawAccessRead)

#zeronights

source_name:"Microsoft-Windows-Sysmon" AND -event_data.Device:*Floppy* AND

(rule:

(rule:

(rule:

(rule:

(rule:

(rule:



Shadow Copy (also known as Volume Snapshot Service, Volume Shadow Copy Service or VSS) is a
technology included in Microsoft Windows that allows taking manual or automatic backup copies
or snapshots of computer files or volumes, even when they are in use. So, it can be used to grab
SAM/SECURITY/NTDS.dit files.

swUWindowsssystem3d2 >vssadmin create shadow Afor=C:

szadmin 1.1 — Uolume Shadow Copy Service administrative command—line tool
¢G> Copyright 280U1-280U5 Microsoft Corp.

Successfully created shadow copy for 'CIv'
Shadow Copy ID: {6797a2%Ve?-f53d-43e3-h5c?-6f75celd?37cH
Shadow Copy Uolume Mame: “~\?5GLOBALROOT“DevicesHarddiszskUolumeShadowCopyd

C:xWindowsssystem3d2 >copy “SWNTSGLOBALROOT“DevicesHarddizkUolumeShadowCopyBswindorrs
“ntdssntds .dit cisExtractwntds.dit
1 file<s? copied.

C:sWindowsssystem3d2 >copy “S?SGLOBALROOT“DevicesHarddiskUolumeShadowCopydswindov
“gyuzstemI2~conf ig"SY¥YSTEM c:“Extract~5YSTEHM
1 file{=s>» copied.

www.zeronights.org
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Dumping from SAM/SYSTEM/SECURITY/NTDS.dit
Grabbing via shadow copies. VSSAdmin. Lets hunt it!

source_name:"Microsoft-Windows-Sysmon" AND event _id:1 AND
event_data.Image:"*\\vssadmin.exe" AND event_data.CommandLine:*shadow*
AND event_data.CommandLine:(*list* *create* *delete*)

Time computer_name event_data.Parentimage event_data.User event_data.CommandLine task
» November 9th 2017, 15:15:31.149 WIN- C:\Windows\System32\cmd.e TEST\Administrator |ssadmin T1ist shadows Process Create (rule:
FIRNSLDIHD2.test.local xe ProcessCreate)
» November 9th 2017, 15:15:56.355 WIN- C:\Windows\System32\cmd.e TEST\Administrator W~Ssadmin create shadow Process Create (rule:
FIRNSLDJHDZ2.test.local xe /for=C: ProcessCreate)

event id:4688 AND *vssadmin* AND event data.NewProcessName:"*\\vssadmin.exe" AND
event_data.CommandLine:*shadow* AND event data.CommandlLine:(*list* *create* *delete*)

Time computer_name event_data.SubjectUserName event_data.SubjectDomainName event_data.NewProcessName event_data.CommandLine event_id
» November 9th 2017, 15:15:31.143 WIN- Administrator TEST C:\Windows\System32\vssadmin. wssadmin [1ist shadows 4,688
FIRNSLDJIHD2.test exe
.local
» November 9th 2017, 15:15:56.354 WIN- Administrator TEST C:\Windows\System32\vssadmin. vssadmin create shadow 4,688
FIRNSLDJHDZ2.test exe /for=C:
.local

www.zeronights.org
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Dumping from SAM/SYSTEM/SECURITY/NTDS.dit
Grabbing via shadow copies. ntdsutil

. ] Dvtools'\mimikatzh xed=ntdsuti11 "activate instance ntds 1 create full C:“tmp” q q
Ntdsutil.exe is a command- [GREalEEIsRlCit-TRla: e
. . Active instance set to "ntds".
line tool that provides [rEGSEEE
gy 1fm: create full C:\tmp

management facilities for Creating snapshot...

. . . Snapshot set {997de87d-d963-453c-9795-b543%a71d2da}l generated successtully.
Active Directory Domain [ hot {85F458a2-bbds-4a53-baas-3b75857c3cs7} mounted as C:\SSNAP_201711091605_VOLUMECS)

. . Snapshot 1585T458a2-bba5-4a53-baal-3btT5857c9c87 15 already mounted.

Services (AD DS) and Active |l e T
Source Database: E:EESH&P_EDlFllDQlEDS_VGLUMEESRWinduwsiHTDSEntds.dit
Target Database: C:“tmp'\Active Directory'ntds.dit

Directory Lightweight
Directory Services
(AD LDS). It can be used to
create backup of NTDS
database, using shadow

Defragmentation Status (% complete)

80 90 100

. . up}1nq Peq1 tF} files.
copies mechanism. Copying C:\tmp\regis tr"} SYSTEM
Copying C:\tmp'\registry\SECURITY
Snapshot {[88f458a2- bbd“—4&53—baaE—3hfSESFc9cEF} unmounted.
IFM media created successtully in C:\tmp
1fm: g
ntdsutil: g

www.zeronights.org
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Dumping from SAM/SYSTEM/SECURITY/NTDS.dit
Grabbing via shadow copies. ntdsutil. Lets hunt it!

event id:4688 AND event data.NewProcessName:"*\\ntdsutil.exe" AND event_data.CommandLine:*ntds* AND
event_data.CommandlLine:*create* AND event_data.CommandlLine:*full*

Time

computer_name event_id event_data.NewProcessName event_data.CommandLine

» November 9th 2017, 15:11:27.733 WIN- 4,688 C:\Windows\System32\ntdsutil. |ntdsutil "ac i ntds" "i" "|create full
FIRNSLDJIHDZ.test. 1o exe C:\temp" g q
cal

source_name:"Microsoft-Windows-Sysmon" AND event id:1 AND event data.Image:"*\\ntdsutil.exe" AND
event _data.CommandlLine:*ntds* AND event _data.CommandLine:*create* AND event data.CommandLine:*full*

Time computer_name event_data.User

event_data.Parentimage event_data.CommandLine task

» November 9th 2017, 15:11:27.734 WIN- TEST\Administrator C:\windows\System32\cmd.e nRtdsutil

"ac i [ntds" "i" Process Create
FIRNSLDJIHD2. test xe "create full c:\temp" q q (rule:
. local ProcessCreate)

www.zeronights.org
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BN Administrator: Command Prompt

WMI can also be used for shadow copies
C:\windows\sy oM 'Z:~[:|I:I|.-JET"5}'IE1 .exe -Command '::;glurl]j. -list l-J_'.I.r'I_-':aE_SI"I-:'Id (] Creation This Operation can be done using
owcopy ) .Cre; ("C:\", 'ClientAc: ible") . ) ) ]

wmic, powershell or programmatically via COM

| GENUS ;2

| CLASS : __ PARAMETERS
__ SUPERCLASS :

| DYNASTY : __PARAMETERS
| RELPATH :
| PROPERTY

COUNT : 2
I I

| SERVER

| NAMESPACE

__PATH . EX Administrator: Command Prompt

ReturnValue 1 8 . :

ShadowID . {BBBED250-36EB-43BC-A952-BCSFEFEE7264) Crl\windows\system32>wumic shadowcopy call create

L0

PSComputeriame . Executi in32 ShadowCopy)->create()
Method execution successful.
Out Parameters:
instance of _ PARAMETERS

ReturnValue
ShadowID {12AB9EC1-71FC-4C64-BBBD-929B76CCHB26}"

2




Dumping from SAM/SYSTEM/SECURITY/NTDS.dit
Grabbing via shadow copies. WMI. Lets hunt it!

source_name:"Microsoft-Windows-Sysmon" AND event_id:1 AND event data.Image:("*\\powershell.exe"
"*\\wmic.exe") AND event_data.CommandLine:(*shadowcopy*) AND event data.CommandlLine:(*create*)

Time

computer_name

November 16th 2017, 01:57:53.222 WIN-
FIRNSLDJIHDZ. test

.Tocal

November 16th 2017, 01:57:34.637 WIN-
FIRNSLDJIHDZ . test

.Tocal

event_data.User

TEST\Administrator

TEST\Administrator

event_data.lmage

C:\Windows\System32\wbem\ WMIC.exe

C:\Windows\System32\windowsPowershel
T\v1l.0\powershell.exe

event_data.CommandLine

powershell -Command (gwmi -Tist
Win32_shadowCopy) .Create('C:\"', 'ClientAccessible')

wnmic |shadowcopy call create Volume='C:\'

event id:4688 AND event_data.NewProcessName:("*\\powershell.exe" "*\\wmic.exe") AND
event_data.CommandLine:(*shadowcopy*) AND event_data.CommandLine:(*create*)

Time

November 16th 2017, 01:57:53.221

November 16th 2017, 01:57:34.636

computer_name

WIN-

FIRNSLDIHDZ.test.

local

WIN-

FIRNSLDJHDZ.test.

local

event_id

4,688

4,688

event_data.SubjectUserName

Administrator

Administrator

event_data.SubjectDomainName

TEST

TEST

event_data.NewProcessName

C:\Windows\System32\wbem\WMIC.
exe

C:\Windows\System32\WindowsPow
ershell\vl.0\powershell.exe

task

Process Create (rule:
ProcessCreate)

Process Create (rule:
ProcessCreate)

event_data.CommandLine

wmic [shadowcopy call [create volume='cC:\'

powershell -Command (gwmi -list

@
win32_shadowCopy ) . Create ('C:\', 'ClientAcces

sible')

www.zeronights.org
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Time

November 9th 2017, 15:23:23.017

November 9th 2017, 15:23:23.003

November 9th 2017, 15:23:22.989

November 9th 2017, 15:23:22.962

Ty

V/[Za/b> source_name:"Microsoft-Windows-Sysmon" AND event id:1 AND
event_data.CommandlLine:( "*\\windows\\ntds\\ntds.dit" "*\\system32\\config\\sam"

Dumping from SAM/SYSTEM/SECURITY/NTDS.dit
Shadow copies. Copying SAM/SECURITY/NTDS.dit files. Lets hunt it!

"*\\system32\\config\\security" "*\\system32\\config\\system")

computer_name

WIN-
FIRNSLDIHDZ.test.lo
cal

WIN-
FIRNSLDJIHD2.test.lo
cal

event_data.User

TEST\Administrator

TEST\Administrator

xe

xe

WIN- TEST\Administrator
FIRNSLDJIHDZ.test.lo xe
cal

WIN- TEST\Administrator

FIRNSLDJHDZ.test.lo
cal

xe

event_data.Parentimage

C:\Windows\System32\cmd.e

C:\Windows\System32\cmd.e

C:\Windows\System32\cmd.e

C:\Windows\System32\cmd.e

event_data.CommandLine
cmd /¢ copy \\?

\GLOBALROOT\Device\HarddiskvolumeshadowCopy3\Windows \NTDS\ ntds.dit
C:\tmp\ntdsdit

cmd /c copy \\?

\GLOBALROOT\Device\HarddiskvolumeshadowCopy3\Windows\ System32\ config\SECURIT

¥ C:\tmp\security

cmd  /c copy \\?
\GLOBALROOT\Device\HarddiskvolumeShadowCopy3\windows\ System32\ config\ SAM
C:\tmp\sam

cmd /¢ copy \\?

\GLOBALROOT\Device\HarddiskvolumeShadowCopy3\windows\ System32\ config\SYSTEM

C:\tmp\system

event id:4688 AND event_data.CommandLine:("*\\windows\\ntds\\ntds.dit" "*\\system32\\config\\sam"
"*\\system32\\config\\security" "*\\system32\\config\\system")

Time

November 9th 2017, 15:23:23.017

November 9th 2017, 15:23:23.002

November 9th 2017 15-23-272 QKRR

computer_name

WIN-
FIRNSLDJIHDZ.test.Tocal

WIN-
FIRNSLDJIHDZ2.test. Tocal

WTN-

event_data.NewProcessName

C:\Windows\System32\cmd.exe

C:\Windows\System32\cmd.exe

Cc-\windows\svetemi?\Ncmd exe

event_data.CommandLine

cmd  /c copy \\?\GLOBALROOT\Device\HarddiskvolumeShadowCopy3\Windows\ NTDS\ ntds.dit
C:\tmp\ntdsdit

cmd  /c copy \\?
\GLOBALROOT\Device\HarddiskvolumeShadowCopy3\windows\[System32\ config\ SECURITY
C:\tmp\security

cmd  /c conv AP\ ClI ORAI ROOT\Device\Hardds cskvolumeshadowconviiwindows\Svetem2?2 '\ confia\ SAM

event_id

1

event_id

4,688

4,688

A BRR



[ 4

Dumping from SAM/SYSTEM/SECURITY/NTDS.dit
Shadow copies. Create symlink to shadow copies storage. Lets hunt it!

source_name:"Microsoft-Windows-Sysmon“ AND event id:1 AND event _data.CommandLine:*mklink* AND
event_data.CommandLine:*HarddiskVolumeShadowCopy*

Time computer_name event_data.User event_data.lmage event_data.CommandLine task
» November 9th 2017, 15:29:47.360 WIN- TEST\Administrator C:\Windows\System32 "C:\Windows\System32\cmd.exe" /C mklink /D
FIRNSLDJHDZ.test \cmd. exe

Process Creat@ €
C:\tmp\vssstore \\?
. local

(rule:
\GLOBALROOT\Device\HarddiskVolumeShadowCopy4 "\

ProcessCreate)
event id:4688 AND event_data.CommandLine:*mklink* AND
event _data.CommandlLine:*HarddiskVolumeShadowCopy*
Time computer_name event_data.NewProcessName event_data.CommandLine event_id
November 9th 2017, 15:29:47.358 WIN- C:\Windows\System32\cmd.exe "C:\Windows\System32\cmd.exe" /C mklink /D C:\tmp\vssstore \\? 4,688 ¢
FIRNSLDJIHD2.test. \GLOBALROOT\Dev1ice\HarddiskvolumeShadowCopy4
local

www.zeronights.org
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n Event Properties - Event 1, Sysmon

General | Details

Process Create:

UtcTime: 2017-11-16 01:14:25.899

ProcessGuid; {d134eb5b-e671-5a0c-0000-00103F103b00}

Processid: 9084

:~temp>reg save hklmssam sam Image: C:\Windows\System32\reg.exe

he operation completed successfullwy. CommandLine: reg save \\172.16.205.151\hklm\sam 172.16.205.151-sam

[ e LY

. Select Administrator: Command Prompt =

- — .
tntemprreg save hklmssecurity security CurrentLirectory: C:\temp

he operation completed successfully. User: TEST\Administrator
LogonGuid: {d134eb5b-c52a-5a0c-0000-0020b7fa0700}
intempireg save hklmssystem system Logonld: 0x7TFABT
he operation completed successfully. : ! 1 !
<! Event Properties - Event 4688, Microsoft Windows secur

tstemprreg szave 17216205 .151hklm~sam 172.16.205_.151—=am

he operation completed successfully. General | Detail
b etails -
1897

tstemprreg save SSN172.16.205.151hklnssecurity 172.16.205.151—security
he operation completed successfully.

A new process has been created.

istemprreg save S\172.16.205.151<hklm~sysztem 172.16.205_.151—=system

he operation completed successfully. Subject:
Security |D: TEST\Administrator
Account Name: Administrator
Account Domain: TEST
Logon ID: (B921E
Process Information:
Mew Process ID: (hed 784
Mew Process Name: C:\Windows\System32\reg.exe
Token Elevation Type: TokenkElevationTypeDefault (1)
Creator Process |D: (120¢

Process Command Line  reg save hklm\sam sam.hive



Time

November 7th 2017, 21:17:29.420

November 7th 2017, 21:05:49.753

November 7th 2017, 21:01:51.430

November 7th 2017, 21:01:21.135

Dumping from SAM/SYSTEM/SECURITY
Grabbing via registry. Using reg tool. Lets hunt it!

"hkey local_machine\\sam" "hkey local _machine\\system"
"hkey local_machine\\security")

computer_name

pc0002.test.loca
:

WIN-
FIRNSLDJIHDZ.test
. local

WIN-
FIRNSLDJIHDZ.test
. local

WIN-
FIRNSLDJIHDZ.test
. local

task

Process
Create
(rule:
ProcessCreat
e)

Process
Create
(rule:
ProcessCreat

e)

Process
Create
(rule:
ProcessCreat

e)

Process
Create
(rule:
ProcessCreat
e)

event_data.User

TEST\dadmin

TEST\Administrator

TEST\Administrator

TEST\Administrator

event_data.Parentimage

C:\Windows\System32\cmd.
xe

C:\Windows\System32\cmd.
xe

C:\Windows\System32\cmd.
xe

C:\Windows\System32\cmd.
xe

e

event_data.Image

C:\Windows\System32
\reg.exe

C:\Windows\System32
\reg.exe

C:\Windows\System32
\reg.exe

C:\Windows\System32
\reg.exe

event_id:1 AND event_data.Image:"*\\reg.exe" AND event _data.CommandlLine:*save*
AND event_data.CommandLine:("hkim\\sam" "hkim\\system" "hkim\\security"

event_data.CommandLine

reg save
\\172.16.205.140\lhklIm\'s
am sam.hive

reg save hkIim\sam
sam.hive
reg save

hkey_local_machine\ syst
em system.hive

reg save
hkIm\ security
security.hive

@ ¢



»

(3

General | Details

A network share object was checked to see whether client can be granted desired access.

Subject:
| Security ID: TEST\dadmin |
Account Name: dadmin
Account Domain: TEST Account and IP
Legon ID: Ox5C1A54
used to access
MNetwork Information: i
Object Type: File Remote Registry
| Source Address: 172.16.205.151 |
Source Port 63017
Share Information:
Share Name: WA IPCS
Share Path:
Relative Target Name:  winreg Remote registry service pipe
Access Request Information:
Access Mask: Ox12019F
Accesses: READ_COMNTROL
SYNCHROMIZE
ReadData (or ListDirectory)
WriteData (or AddFile)
AppendData (or AddSubdirectory or CreatePipelnstance)
ReadEA

A e A

Time computer_name event_data.SubjectUserName

November 7th 2017, 21:17:29.260 WIN- dadmin TEST
FIRNSLDIHDZ. test
.local

November 7th 2017, 20:00:59.039 WIN- dadmin TEST

FIRNSLDIHDZ2.test
.local

event_data.SubjectDomainName

Dumping from SAM/SYSTEM/SECURITY
Grabbing via remote registry. Lets hunt it!

event_id:5145 AND
event_data.RelativeTargetName:winreg AND -
event_data.lpAddress:(192.168.7.9 192.168.7.19) < IP
addresses of admin workstations

event_data.ShareName event_data.RelativeTargetName event_data.lpAddress

\\*\IPC$ winreg 172.16.205.151

\\*\IPC$ winreg 172.16.205.151



DCSync is a variation on credential dumping which
can be used to acquire sensitive information from a
domain controller. The action works by simulating a
domain controller replication process from a remote
domain controller.

Any member of Administrators, Domain Admins, or
Enterprise Admins as well as Domain Controller
computer accounts are able to run DCSync to pull to
pull credential data.

Tools: Mimikatz, secretsdump.py from Impacket

BN mimikatz 21.1 %86 (oe.eo)

mimikatz # lsadump::dcsync Adomain:-test.local suser:krbtgt
[DC]1 ‘test.local’ will he the domain

[DC] *WIN-FJRNELDJHDZ .test.local' will be the DC zerver
[DZ]1 *krbtgt® will be the user account

Ohject RDN
#% SAM ACCOUNT ==

: krbtgt

: krhtgt
: JAABBAAA < USER_OBJECT >
BaAAEZA2 ¢ AGCCOUNTDISABLE MWORMAL_ACGCGOUNT >

8-28-2016 12:22:25 AH
Ohject Security ID : 51-5-21-1729715525-4152582849 1868270738582
Ohject Relative ID : 5@2

SAM Username

Account Type
Uzer Account Control :
Account expiration

Pazsword last change :

Credentials:
Hash NTLM: c?7d9f2311hd9d26873452fed84c3ace
ntlm— B: c??d9f2311hd9d26873452fed84c3ace
Im - B: 458245cBebecSaccchB5d?320377hice

How it works:
* discovers Domain Controller in the specified domain name.

* requests the Domain Controller replicate the user;
credentials via GetNCChanges (leveraging Directory
Replication Service (DRS) Remote Protocol).

www.zeronights.org
#zeronights



https://msdn.microsoft.com/en-us/library/cc228086.aspx

Dumping from NTDS.dit remotely
DCSync. Windows events

Event Properties - Event 4662, Microsoft Windows security auditing.

e : : id]
) Event Properties - Event 4662, Microsoft
i Event Properties - Event 4624, M pe
X General | Details
G |
General | Details eneral | Details
m An operation was performed on an object. An operation was performed on an object.
n account was successfully logged on.

Subject: Subject: SODject: - :
Security ID: NULL SID Security |D: TEST\dadmin Security ID: TEST\dadmm
Account Name: i Account Name: dadmin Account Name: dadmin
Account Domain: - Account Domain: TEST Account Domain: TEST
Logon ID: 00 »{ Logon ID: Ox6BOBSF(— —»|Logon ID: 0x6BOBSF |

Logon Type: 3 Ohbject: Object:

_ o Object Server: D5 Object Server: DS
Impersonation Level: Identification Object Type: demainDMsS Object Type: domainDNS
Hiewillomo 3bjedclt rl‘gme’ E;ztein[:lﬂcal Object Name: DC=test,DC=local

; andle |D: ;

Security ID: TEST\dadmin Handle ID: 0x0
Account Mames dadmin S
in: Operation: : : Operation:
% EE;;:::;” Type: g:ﬁif:;::s Operation Type: Object Access
Logon GUID: {85745003-48fe- ' Accesses: Control Access
Process Information: Access Mask: 0x100 :
Process |D: DD Properties: Control Access Access Mask. 0x100
Pamcr=s M - {11316ad-9c07-11d1-F79f-00c04fc2dcd2} Properties: Control Access
{19195a5b-6da0-T1d0-afd3- [ {1131f6aa-9c07-11d1-F79f-00c04fc2dcd2} |

Metwork Information: {19195a5b-6dal-11d0-afd3-00c04fd930c2}

Workstation Mame: - ' -

Source Metwork Address:
Source Port:

172.16.205.151
49974

Detailed Authentication Information:
Logon Process: Kerberos
Authentication Package:  Kerberos

DS-Replication-Get-Changes-All

DS-Replication-Get-Changes

www.zeronights.org
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Dumping from NTDS.dit remotely
DCSync using Domain Controller account

,& Benjamin Delpy o
gentilkiwi

mimikatz DCSync make logs with 'Directory
Service Access' DS-Replication-Get-

*
Changes
. o A -‘
Except if you use a DC account &
General | Details
B n
File Action View Help An operation was performed on an object.
e 2T B Ea= HE ? & - » Subject:
| i | | ) | Gwn er: Administrators ('I'Emdmlnlstrators] ChﬁﬂgE Security ID: TEST\W'N‘FJRNSLDJHDZS DC a CCO u nt
| Active Directory Users and Computers [W|| Name — — - Account Name.: WIN-FJRNSLDJHD2S
b ] Saved Queries 1 Builtin m Auditing Effective Access | Account Domain: TEST
Ei—|t Logon ID: 0x7483C4
4 o O Delegate Control... For additional infermation, double-click an audit entry. To modify an audit entry, select o
L . ject: 1 ;
b [ Find... Auditing entries: Object Server: DS - "eu Pn“BxI.!EM
= Change Domain... — . Object Type: domainDNS %2 -]
5 .__=: g . r Type  Principal Access Inhg Object Name: DC=test DC=local 2
f : Change Domain Controller... I 8 Succ.. Everyone Mo Handle ID: 0x0
L Raize domain functional level... ] & Succ..  Administrator (TESTVAdmini..  Replicating Directory Changes ... Moy 5
[ - - —_— : eration:
b - Operations Masters... q & Succ..  Administrator (TESTVAdmini..  Replicating Directory Changes Mo P Opienstion Tipe Ot Ao
g - \ X & Succ...  Administrator (TEST\Admini...  Replication synchronization Mo A A
b Ew i & Succ..  Administrator (TESTVAdmini..  Replicating Directory Changes All - Moy
b All Tasks Pl 2 Succ.. Administrator (TEST\Admini... No Access Mask: 0x100
= X 2 Succ.. Administrator (TEST\Admini... No Properties: Control Access
. [s5 & c Administrator (TEST\Admini N {1131f6ad-9c07-11d1-f79f-00c04fc2dcd2}
HEE Administrator it © {19195a5b-6da0-11d0-afd3-00c04fd930c9}
Refresh % Suce.. Administrater (TEST\Admini... Mone | his object and all descendan.,
Export List... 2 A Succ.. Domain Controllers (TEST\D... Replicating Directory Changes All  Mone This object and all descendan. i
_ v www.zeronights.org
<[ | |Properties <! o e #zeronights




»

»

Time

November 7th 2017, 23:20:10.830

November 7th 2017, 23:07:33.400

November 7th 2017, 23:07:33.400

computer_name

WIN-
FIRNSLDJIHDZ.test
.local

WIN-
FIRNSLDJHDZ.test
.local

WIN-
FIRNSLDJIHDZ2.test
.Tocal

task

Director
Yy
Service
Access

Director
y
Service
ACCess

Director
Y
Service
AcCcess

event_data.SubjectDomainName

TEST

TEST

TEST

WIN-FIRNSLDIHD2$

dadmin

dadmin

event_data.SubjectUserName

Dumping from NTDS.dit remotely

event_data.SubjectLogonid

0x7483c4

0x6b0b8f

0x6b0b8f

event_id:4624 AND event data.TargetLogonld:(0x7483c4 0x6b0b8f) AND -

event_data.lpAddress:(“172.16.205.140“172.16.205.141“) € Our DCs

Time

November 7th 2017, 23:20:10.827

November 7th 2017, 22:43:49.979

computer_name

WIN-

FIRNSLDJIHDZ.test

.Tocal

WIN-

FIRNSLDJIHDZ.test

.Tocal

task

Logon

Logon

event_data.lpAddress

172.16.205.151

172.16.205.151

event_data.TargetUserName

WIN-FIRNSLDIHD2$

dadmin

event_data.TargetLogonld

0x7483c4

0x6b0b8f

TEST

TEST

event_data.Properties
%%7688

{1131f6ad-9c07 - 11d1-

f79f-00c04fc2dcd2}
{19195a5b-6da0-

11d0-afd3-00c04fd930c9}

%%7688

{1131f6aa-9c07-11d1-

f79f - 00c04fc2dcd2 }
{19195a5b-6dal-

11d0-afd3-00c04fd930c9}

%%7688

{1131f6ad-9c07-11d1-

£79f-00c04fc2dcd2}
{19195a5b-6da0-

11d0-afd3-00c04fd930c9}

event_data.TargetDomainName

DCSync. Lets hunt it!

event_id:4662 AND event data.Properties:("{1131f6aa-9c07-11d1-f79f-00c04fc2dcd2}"
"{1131f6ad-9c07-11d1-f79f-00c04fc2dcd2}") AND computer _name:("WIN-
FIRNSLDJHD2.test.local" "dc2.test.local") € DCs

event_data.ObjectName

%{57172572-b013-4847-
953c-59df53ff6adb}

%{57172572-b013-4847-
953c-59df53ff6adb}

%{57172572-b013-4847-
953c-59df53ffbadb}

event_data.LogonType

3



Ben Campbell @Meatballs_ - 24 man 20161 v
Based on [MS-NRPC] - Netlogon Remote Protocol 3 orser @aentilk
TOOIS: M|m|katz Whats diff between this and dcsyncing specific users?
& AzbIK TBUTE: AHTMACKIIA
.nctxug ':_.1 1 2y [~
a::pth fuser:dc-1% fdomain:lab.local /ntlm:9c4@ 36 583dQeeS5d2366 fimpersonate [ ? Benjamin Delpy @ @g K 24 man 2016 e
1. DC$ rights needed (no :Jo main admm
domain B s oo N 2. only get NTLM/RC4 keys
5‘;’;;? = AR RREln \aentll iwliDesitopiminikatz.ex 3. only for DC/SRV/WKS (no users)
7 R605558: 366 & Asbik TBUTA: AHTAWMACKIA
PID
TID 2276 Q 2 1 J 3 ™
1_ ) Benjamin Delpy @ ¢ tilkiwi - 24 masa 2016 v
and of course: very legacy protocol 3 (nrpc)
; & Asbik TEWTA: AHIAWACKWIA
m.x _old OK QO 1 1 2 ™
_md4 0K -
_hmac_nt_ 0 DRaiona 7A . 29 rag 2016 ¢
“hmac_old o) Raiona @Raiona_ZA - 29 man 2016 1. v
> So this is desync for computer accounts that uses an ancient protocol? Gotta love
¥+ Toke MS for giving us options :)
mimikatz s € ¢ fdc:dc-@.1lab. al fuser:dc-13% /ntlm:3c4@70e01743ee86055583dRee5d2 faccount:client -@3) & fAsbIK TBUTA: AHIANACKAI
Account: . _ ;
NTLM : Dab8cF9727fc¢: 26a41b7 O 1 ] =
NTLM-1 ; y
) Benjamin Delpy @ @ kiwi - 29 mas 2 v

count:dc-23%

some will say it's a castrated DCSy'\c some will say it's enough to play with silver
tickets ;)
www.zeronights.org
#zeronights




Event Properties - Event 4624, Microsoft Windows securi @

General | Details |

Dumping from NTDS.dit remotely

NetSync. Windows events

Event Properties - Event 5145, Microsoft Windows security auditing.

An account was successfully logged on.

Subject:
Security [D: MULL 510
Account Name: -
Account Demain: =
Logon ID: Ol
Logon Type: 3
Impersonation Level: Delegation
Mew Logon:
Security 1D: TESTWWIN-FIRMSLDIHD2S
Account Name: WIN-FIRMSLDIHDZS
Account Domain: TEST
| Logon ID: 0x307ESE
Logon GUIL: {t2th38c8-3577-e20e-3bel- 34941953800}

Process Information:
Process Dk (hed
Process Mame: -

Metwork Information:
Workstation Mame:
I Source Metwork Address:  172.16.205.151
Source Port: 10/

Detailed Authentication Information:
Logon Process: Kerberos
Authentication Package:  Kerberos

General | Details

Subject:
Security |D:
Account Mame:
Account Domain:

A network share object was checked to see whether client can be granted desired access.

TESTVWIN-FIRNSLDIHDZS
WIN-FIRNSLDIHD2S
TEST

Legon ID:

(x807ESB

Metwork Information:
Object Type:
Source Address:
Source Port:

Share Information:

File
172.16.205.151
61071

| Share Name:

WAPCS |

Share Path:

Relative Target Name:

METLOGON

Access Request Information:
Access Mask:
Accesses:

Ox12019F

READ_CONTROL

SYNCHRONIZE

ReadData (or ListDirectory)

WriteData (or AddFile)

AppendData (or AddSubdirectory or CreatePipelnstance)
ReadEA




Credentials dumping tools artefacts

Mimikatz mimikatz service (mimikatzsvc)/*\path to mimikatz binary  *.kirbi
mimikatz driver (mimidrv)/*\mimidrv.sys

wce WCESERVICE/*\service image file like GUID wce_ccache, wce_krbtkts, wceaux.dll W(CEServicePipe
samex - SAM.out, NTDS.out, SYSTEM.out -
PWDumpX PWDumpX Service / *\DumpSvc.exe DumpExt.dll, DumpSvc.exe, *- -
PwHashes.txt
cachedump - - \cachedumppipe
Isadump - - \Isadump*
pwdump6 service name like GUID Isremora.dll, Isremora64.dll, test.pwd -
fgdump fgexec/*\fgexec.exe fgexec.exe, pwdump.exe, pstgdump.exe,
Cachedump/*\cachedump.exe Isremora.dll, Isremora64.dll,
Cachedump/*\cachedump64.exe cachedump.exe, cachedump64.exe,
service name like GUID/*\servpw.exe servpwb4.exe, servpw.exe, test.pwd,

service name like GUID/*\servpw64.exe * . pwdump, *.fgdump-log



msopf 7

@ Credentials dumping tools artefacts

—n—

< Services. Windows events
NIGHTS
General | Details PWDump6 General | Details | Windows Credentials Editor (WCE)
A service was installed in the system. i SEnfIcE s nstaten L the systevs

Service Name: WCESERVICE |

Service Name: {2B44C303-F2AF-4004-9032-0864E330620F ) Service File Name: C:\Users\ADMINI~1\AppData\Local\Temp\2\Oe52cbe2-8847-44bf-8add-
Service File Name: C:\Windows\cioy).exe b0a360d3ecel.exe -S

Service Type: user mode service Service Type: user mode service
Service Start Type: demand start Service Start Type: demand start
Service Account: LocalSystem Service Account: LocalSystem

-

General | Details | PWDumpX General |Details | Mimikatz RPC service
A service was installed in the system. A service was installed in the system.
: Service Name: mimikatz service (mimikatzsvc)
Service Na 34FEE665-AB06-4A9F-9A4B-926A9DGEADSY
Serv:z: ﬁle";le;;e: C:\tools\PwDump6b\servpwb4.exe } Ser'-'fce File Name: “C:\tools\mimikatz\x&d\notepad.uce" rpc:server service:me exit
Service Type: user mode service service Type: user mode service
Service Start Type: demand start Service Start Type: auto start
Service Account: LocalSystem Service Account: LocalSystem

- i g



Credentials dumping tools artefacts
Services. Lets hunt it!

event _id:7045 AND (event _data.ServiceName:(fgexec cachedump *mimikatz*
*mimidrv* WCESERVICE *pwdump*) OR event _data.ImagePath:(*fgexec* *dumpsvc*
*mimidrv* *cachedump* *servpw* *gsecdump* *pwdump*) OR
event_data.ImagePath.raw:/(\\\\. *\\. *[. *\\[{] ?[0-9A-Fa-f]{8}-[0-9A-Fa-f]{4}-[0-9A-Fa-
fl{4}-[0-9A-Fa-f]{4}-[0-9A-Fa-f]{12}[}]?\.(exe[scr[cpl | bat[js|cmd [vbs).*)/)

Time computer_name event_data.ServiceName event_data.ImagePath

November 16th 2017, 03:11:39.310 pc0002.test.local fgexec C:\Windows\/fgexec.exe -s -n {EB1FAOF9-DE85-42F1-98EC-3AFFF3A0B392}
November 16th 2017, 02:57:31.970 pc0002.test.local Cachebump "C:\Windows\/cachedump.exe" -s

November 16th 2017, 02:04:43.671 WIN- mimikatz driver (mimidrv) C:\tools\mimikatz\x64\mimidrv.sys

FIRNSLDJIHDZ.test.local

November 8th 2017, 14:07:23.627 WIN- WCESERVICE C:\Users\ADMINI~1\AppData\Local\Temp\2\9e52cbhe2-8847-44hf-8add-
FIRNSLDJIHDZ2.test.local b0a360d3ecel.exe -5

November 8th 2017, 02:50:39.349 pc0002.test.local PWDuUmpX Service %windir¥%\system32\DumpSvc.exe

November 7th 2017, 20:08:39.534 pc0002.test.local mimikatz service (mimikatzsvc) "C:\tools\mimikatz\win32\mimikatz.exe" rpc::server service::me exit

November 7th 2017, 15:43:43.123 WIN- {7467EBD3-E0C5-42DB-BCA7- C:\Users\ADMINI~1\AppData\Local\Temp\2\servpwb4 .exe

FIRNSLDJIHDZ.test.local 8B723867B52B}

November 7th 2017, 12:34:28.725 WIN- Cachebump "C:\Users\ADMINI~1\AppData\Local\Temp\2\/cachedump64 .exe" -s
FIRNSLDJIHDZ2. test. local

m— — g -



Windows Credentials Editor (WCE)

General | Details

File created:
UtcTime: 2017-11-08 11:07:29.628

ProcessGuid: {d134eb5b-e571-5a02-0000-0010e3b0d700}
Processld: 26044

mage: C:\Users\ADMINI~1\AppData\Local\Temp\2\48b2cbae-01ea-4f47-alef-0203269ded81.exe
argetFilename: C:\tools\wce_ccache

CreationUtcTime: 2017-11-05 15:07:38.664

General Windows Credentials Editor (WCE)

Details

File created:

UtcTime: 2017-11-08 11:07:29.631

ProcessGuid: {d134eb5b-e571-5a02-0000-0010e3b0d700}
Processld: 26044

Image: C:\Users\ADMINI~1\AppData\Local\Temp'2\48b2cbae-01ea-4f47-alef-0203269de481.exe
TargetFilename: C:\tools\wce_krbtkts

CreationUtcTime: 2017-11-05 15:07:38.667

Credentials dumping tools artefacts
Dropped files. Sysmon events

General | Details | PWDumpX

File created:
UtcTime: 2017-11-07 23:48:04.779
ProcessGuid: {d134eb5b-4633-5a02-0000-0010ef5cb900}
Processld: 24272
Image: C:\tools\PWDumpX 1.4\PWDumpX.exe
argetFilename: C:\tools\PWDumpX 1.4\172.16.205.151-PWHashes.tx
CreationUtcTime: 2017-11-07 23:43:49.830

General Mimikatz

Details

File created:

UtcTime: 2017-11-07 15:24:01.075

ProcessGuid: {d134eb5b-d00d-5a01-0000-001061191800}

Processld: 4780

Image: C:\tools\mimikatz\x64\notepad.exe

TargetFilename: C:\tools\mimikatz\x64\[0;3e7]-2-2-40e10000-WIN-FJRNSLDJHD2S @krbtgt-
TEST.LOCAL kirbi

CreationUtcTime: 2017-11-07 15:20:13.389

]

#zeronlghfs
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Time

November

November

November

November

November

November

November

November

November

November

8th

8th

8th

8th

8th

8th

8th

8th

8th

7th

2017,

2017,

2017,

2017,

2017,

2017,

2017,

2017,

2017,

2017,

14:

14:

14:

02:

02:

02:

20:

07:

07:

07:

:10:

50:

:50:

50:

11:

:06:

39:

29,

29.

23.

52.

40.

39.

39.

21.

32.

34.

631

630

642

137

198

337

332

108

633

902

computer_name

WIN-
FIRNSLDIHDZ.
.Tocal

WIN-
FIRNSLDJHDZ2.
.local

WIN-
FIRNSLDIHDZ.
.Tocal

pc0002. test.
1

WIN-
FIRNSLDIHDZ.
.Tocal

pc0002. test.
1

pc0002. test.
1

pc0002. test.
1

pc0002. test.
1

WIN-
FIRNSLDJHDZ2.
.Tocal

test

test

test

Toca

test

Toca

Toca

Toca

Toca

test

task

File created
FileCreate)

File created
FileCreate)

File created
FileCreate)

File created
FileCreate)

File created
FileCreate)

File created
FileCreate)

File created
FileCreate)

File created
FileCreate)

File created
FileCreate)

File created
FileCreate)

(rule:

(rule:

(rule:

(rule:

(rule:

(rule:

(rule:

(rule:

(rule:

(rule:

event_data.lmage

C:\Users\ADMINI~1\AppData\Local\Temp\2\48b2cbhae-
0lea-4f47-a0ef-0203269dedB1. exe

C:\Users\ADMINI~1\AppData\Local\Temp\2\48b2cbhae-
Olea-4f47-a0ef-0203269de481.exe

C:\Users\ADMINI~1\AppData\Local\Temp\2\9e52che2-
8847-44bf-8add-b0a360d3ecel.exe

C:\Windows\Explorer.EXE

C:\tools\PwDumpx 1.4\PwDumpX.exe

System

System

System

System

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\M
SBuild.exe

event id:11 AND event_data.TargetFilename:("*\\test.pwd" "*\\Isremora.dll"
"*\\Isremora64.dll" "*\\fgexec.exe" *powdump* *kirbi "*\\wce_ccache"
"*\\wce_krbtkts" "*\\wceaux.dll" *PwHashes* "*\\SAM.out" "*\\SECURITY.out"
"¥\\SYSTEM.out" "*\\NTDS.out" "*\\DumpExt.dll" "*\\DumpSvc.exe"
"*\\cachedumpé64.exe" "*\\cachedump.exe" "*\\pstgdump.exe" "*\\servpw64.exe"
"*\\servpw.exe" "*\\pwdump.exe" "*fgdump-log*")

event_data.TargetFilename

C:\tools\wce_krbtkts

Credentials dumping tools artefacts
Dropped files. Lets hunt it!

C:\tools\wcelccache
C:\Windows\Temp\wceaux.d1l

C:\tools\cachedump-1.0\/cachedump.exe

C:\tools\PwDumpX 1.4\172.16.205.151-PwWHashes.txt

C:\Windows\System32\ DumpExt.d11
C:\Windows\System32\ DumpSvc.exe
c:\windows\[Isremora.dll
C:\Windows\/test.pwd

C:\too15\[0;3e?]—2—2—4De10000—wIN—FJRNSLDJHDZ$@krbtgt—TEST.LOCAL.ki|c1 cﬁ
5



Credentials dumping tools artefacts
Named pipes. Sysmon events

General | Details Windows Credentials Editor (WCE)

Pipe Created:

UtcTime: 2017-11-08 11:07:23.638

ProcessGuid: {d134eb5b-e56b-5a02-0000-0010caa3d700}
Processld: 26496

PipeName: \WCEServicePipe
Image: C:\Users\ADMINI~1\AppData\Local\Temp'2\9e52cbel-8847-44bf-8add-blas360d3ecel.exe

Cachedump

General | Details

General | Details LSADump

Pipe Created:
UtcTime: 2017-11-08 00:20:21.223

ProcessGuid: {3261¢166-4dc5-5a02-0000-0010792ba400}

Pipe Created:
UtcTime: 2017-11-08 00:11:31.631
ProcessGuid: {3261¢166-4bb3-5a02-0000-001058239%e00}

Processid: 5580

PipeName: \cachedumppipe T(J\ Processid: 4228

Image: C\tools\cachedump-1.0\cachedump.exe PipeName: \lsadump2-4228
Image: C:\tools\IsadumpZ2.ex
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Credentials dumping tools artefacts
Named pipes. Lets hunt it!

source_name:"Microsoft-Windows-Sysmon" AND event id:17 AND
event_data.PipeName:(*Isadump* *cachedump* *WCEServicePipe*)

Time computer_name task event_data.Image event_data.Processid event_data.PipeName
» November 8th 2017, 14:07:23.638 WIN- Pipe Created C:\Users\ADMINI~1\AppData\Local\Temp\2\9e52cb 26496 \WCEServicePipe
FIRNSLDJIHD2.test. (rule: PipeEvent) e2-8847-44bf-8add-b0a360d3ecel.exe
Tlocal
» November 8th 2017, 03:20:21.223 pc0002.test.local Pipe Created C:\tools\cachedump-1.0\cachedump.exe 5580 \ cachedumppipe

(rule: PipeEvent)

» November 8th 2017, 03:11:31.632 pc0002.test.local Pipe Created C:\tools\1sadump2.exe 4228 \Tsadump2-4228 o}
(rule: PipeEvent)
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— Credentials dumping tools artefacts

Mimikatz command line

=2

NIGHTS, event_id:1 AND ( event_data.CommandLine:(*DumpCreds* *invoke-mimikatz*) OR
(event _data.CommandLine:(*rpc* *token* *crypto* *dpapi* *sekurlsa* *kerberos*
*Isadump* *privilege* *process*) AND event_data.CommandLine.raw:*\:\:*) )

Time computer_name task event_data.lmage event_data.CommandLine
November 1lb6th 2017, 02:48:48.213 pc0002.test.loca Process Create (rule: C:\Windows\System32\cmd "C:\Windows\System32\cmd.exe" /c C:\Users\Public\mimikatz.exe privilege::debug
1 ProcessCreate) .exe sekurlsa::logonpasswords exit >> C:\Users\Public\result.txt
November 7th 2017, 20:07:59.545 pc0002.test.loca Process Create (rule: C:\tools\mimikatz\Win32 mimikatz.exe "[token::elevate service::+" "exit"
1 ProcessCreate) \mimikatz.exe
November 7th 2017, 18:54:19.286 WIN- Process Create (rule: C:\tools\mimikatz\x64\n notepad.exe "[priviléege::debug" "Sekurlsa::logonpasswords" "securlsa::tickets /export"
FIRNSLDJHD2.test ProcessCreate) otepad.exe
.local

event_id:4688 AND ( event_data.CommandLine:(*DumpCreds* *invoke-mimikatz*) OR
(event _data.CommandLine:(*rpc* *token* *crypto* *dpapi* *sekurlsa* *kerberos* *Isadump* *privilege *
*process*) AND event_data.CommandLine.raw:*\:\:*) )

Time computer_name event_id event_data.NewProcessName event_data.CommandLine
November 16th 2017, 21:35:44.151 WIN- 4,688 C:\tools\mimikatz\x64\notepad "C:\tools\mimikatz\x64\notepad.exe" rpc::server service::me exit
FIRNSLDJIHD2. test. .exe
local
November 16th 2017, 02:48:47.859 pc0002.test.local 4,688 C:\windows\System32\cmd.exe "C:\Windows\System32\cmd.exe" /c C:\Users\Public\mimikatz.exe jprivilege::debug

sekurlsa: :Togonpasswords exit >> C:\Users\Public\result.txt

November 7th 2017, 20:07:59.519 pc0002.test.local 4,688 C:\tools\mimikatz\win32\mimik mimikatz.exe "'token::elevate service::+" "exit"
atz.exe
November 7th 2017, 18:54:19.256 WIN- 4,688 C:\tools\mimikatz\x64\notepad notepad.exe "|privilege::debug" "lsekurlsa::logonpasswords" "securlsa::tickets

FIRNSLDJIHDZ2. test. .exe /export"

- -



mimikatz

Gsecdump
Fgdump
WCE
PWDumpX
Cachedump
Pwdump6

pwdump?7
Isadump

samex

Exploit.Win32.Palsas.vyl
HackTool.Win32.Mimikatz.gen

PSWTool.Win64.Gsecdmp.e
PSWTool.Win32.PWDump.f
HackTool.Win32.WinCred.e
HackTool.Win32.PWDump.a
PSWTool.Win32.CacheDump.a
PSWTool.Win32.PWDump.lv

PSWTool.Win32.PWDump.bve
HackTool.Win32.Lsadump.a
HackTool.Win32.Samer.a

Hunting for credentials dumping by AV detects

HackTool:Win32/Mimikatz

HackTool:Win32/Gsecdump
HackTool:Win32/Fgdump

HackTool:Win32/Wincred.G
HackTool:Win32/PWDumpX
HackTool:Win32/Cachedump

HackTool:Win64/PWDump
HackTool:Win32/PWDump.A

HackTool:Win32/PWDump.|

Hacktool.Mimikatz

Hacktool.PTHToolkit

Pwdump

SecurityRisk.WinCredEd

Trojan.Gen.NPE

Pwdump

Pwdump

Hacktool.LSADump

HKTL_MIMIKATZ64.A
HKTL_MIMIKATZ

HKTL_PWDUMP
HKTL_FGDUMP
HKTL_WINCRED
HKTL_PWDUMP.SM
HKTL_PWDUMPBD
HKTL_PWDUMP

HKTL_PWDUMP
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